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Integrating Managed PKI for Web
SSO through AD FS

The enterprise workplace has moved beyond the walls of the organization into a global, mobile
environment. To maintain productivity, your end users need to access company resources using a mobile
platform. However, you need to be able to trust the end users accessing your systems, and the mobile
devices they use, whether you provide their devices or they bring their own.

Symantec’s Managed PKI digital certificates can provide that trust without the burden of user names,
passwords, or additional hardware tokens. Managed PKI is scalable from several devices to thousands of
devices, providing an in-the-cloud solution for quick deployment and easy management. It also
incorporates features from Symantec's other leading security products.

Symantec’s Managed PKI issues certificates that can be used to authenticate users for secure
communications with company resources, such as VPNs and websites.

Security Assertion Markup Language (SAML) is an XML standard that allows secure web domains to
exchange user authentication and authorization data. For example, consider a Service Provider (SP) who
has a web application and ACME Corporation has an Identity Provider (IdP) Active Directory Federation
Services (AD FS). ACME Corporation has a database of people who need to access the SP’s web application.
If John Smith from ACME Corporation wants to connect to the SP’s web application, then the SP has to
trust John Smith coming from ACME Corporation. The trust has to be established between AD FS and the
SP.

The web application verifies if the user is already authenticated. If John Smith is authenticated, the
browser allows to access the web application. If John Smith is not authenticated, the browser redirects to
ACME's IdP to authenticate John Smith against ACME's database of users. The browser comes back to the
SP’s web application and provides the signed assertion from ACME’s IdP which the SP can trust.

SAML enables web-based authentication and authorization scenarios including cross-domain Single Sign-
on (SSO), which helps reduce the administrative overhead of distributing multiple authentication tokens to
the user. The user can use this signed assertion for other applications that use the SAML request.

This document describes how to obtain the Managed PKI Client Authentication certificate and allow third
parties to use it through AD FS.

To achieve this, the enterprise must:

m  Integrate Client Authentication certificate with the third-party web applications (as the Service
Provider) through AD FS (as the Identity Provider).

m  Configure AD FS.
m  Configure the third-party web applications to use the MPKI certificate.

Note: This document uses Salesforce and Microsoft Office 365 as examples of these third-party web
applications.
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Integrating Managed PKI for Web SSO through AD FS

Partner Information

The following procedures have been tested on the following platforms:

Table 1-1 Partner Information
Partner Name Salesforce.com/Force.com
Microsoft
Product Name Salesforce.com

ADFS 2.0 and ADFS 3.0
Microsoft Office 365

Server Windows 2008 R2 for AD FS 2.0

Windows 2012 R2 for AD FS 3.0

Prerequisities
m  Set up Active Directory.
m Install and configure PKI Enterprise Gateway on a Windows 2008 R2 system. For more information,
refer to Symantec PKI Enterprise Gateway Deployment Guide.
m  Install and configure PKI Enterprise Gateway Autoenrollment Server. For more information, refer to
Symantec PKI Enterprise Gateway Autoenrollment Server Deployment Guide.
m  Install PKI Client. For more information, refer to Symantec PKI Client Administrator’s Guide.

Note: Configuration of PKI Enterprise Gateway and PKI Enterprise Gateway Autoenrollment Server can
vary depending on the deployment scenario within the enterprise environment and policies.
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Integration Workflow

The following diagram describes the general steps required to set up the Symantec Managed PKI account
and create the certificate profile:

[ Set up your Managed PKI 8.x account

‘ Create an authorized user list

|

A
[ Configure PKI Enterprise Gateway

‘( Create Client Authentication certificate

, profile for Autoenrollment
- J

Figure 1-1 Managed PKI Integration Workflow

Task 1. Set up your Managed PKI 8.x account

Contact your Symantec Sales representative to set up your Managed PKI account. Your representative will
provide you with the necessary information to begin defining your account and certificate profile.

You will need to complete and return the following documents. As needed, your Symantec representative
will assist you with obtaining and completing these forms.

m  Master Service Agreement

= Issuing Authority Naming Application (also known as the CA Naming Document)
m  Symantec Services Order Form

m  Purchase Order, credit card, or reference number

You will need to obtain your initial Managed PKI administrator ID, which is your credential to access your
Managed PKI account. Your Symantec representative will assist you with obtaining your Managed PKI
administrator ID. You will use your Managed PKI administrator ID to log into PKI Manager, configure your
Managed PKI account, and obtain your RA certificate. For more information on configuring Managed PKI,
refer to PKI Manager and its online help.

Task 2. Create an authorized user list

1 Log into PKI Manager using your administrator certificate. You will be prompted for your PKI Client
PIN.

2 On the PKI Manager dashboard, click Manage authorized user lists from the Tasks menu on the
bottom navigation bar.

3 Click Add authorized user lists from the top of the resulting Manage authorized user lists page. The
Add authorized user list page appears.

4  Enter the user list information, listed in Table 1-2.
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Table 1-2 Information required for User Lists
Field Description
User list friendly name and description Enter a unique name and description to identify this user list.
User list directory type Select whether your user store is an Active Directory or LDAP user store.
Set as default for new profiles Identify if this user list will be used for all new certificate profiles by
default.
Directory groups Enter the directory group based on the directory type selected.

5 Click Save.

Task 3. Configure PKI Enterprise Gateway
1 On the PKI Manager dashboard, click Manage PKI Enterprise Gateways from the Tasks menu on the

bottom navigation bar.

2 Click Add PKI Enterprise Gateways from the top of the resulting Manage PKI Enterprise Gateways.
The PKI Enterprise Gateway settings page appears.

3 Enter the PKI Enterprise Gateway configuration information, listed in Table 1-3.

Table 1-3 Information required for PKI Enterprise Gateway

Field

Description

PKI Enterprise Gateway friendly name and
description

Enter a unique name and description to identify this gateway.

PKI Enterprise Gateway directory type

Select whether your user store is an Active Directory or LDAP user
store.

Set as default for new profiles

Identify if this PKI Enterprise Gateway will be used for all new
certificate profiles by default.

How is your PKI Enterprise Gateway deployed

Identify whether you will install PKI Enterprise Gateway in single-
server or multiple-server mode.

URL where PKI Enterprise Gateway is installed

Enter the URL as specified by your administrator.

Authentication Service port number

Enter the port number as 9101. Certificate enrollment will fail if the
port number is incorrect.

RA Agent port number

Enter the port number as 9102. Certificate enrollment will fail if the
port number is incorrect.

RA Service port number

Enter the port number as 9100. Certificate enrollment will fail if the
port number is incorrect.

Enable autoenrollment

Select this option for autoenrollment.

Autoenrollment Service Host

Enter the name of the server where PKI Enterprise Gateway resides.
For example, enter http://symc-18.78 instead of http://symc-
18.78.adfs.com

The values you enter here are captured in the egwService_Summary log file, which is created on
successful installation and configuration of PKI Enterprise Gateway. This file is available in
\Users\Public folder on a Windows 2008 R2 system.

4  Click Submit.
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Task 4. Create Client Authentication certificate profile for Autoenroliment
Managed PKI uses a certificate profile to define issued certificates. Complete the following steps to create
your Managed PKI Client Authentication certificate profile:

1 On the PKI Manager dashboard, click Manage certificate profiles or select Manage certificate profiles
from the Tasks menu on the bottom navigation bar.

Account activity Account status

Last upasted: O 17, 2013 5195 AM Feres

e

Nertsenice renewal Ost 17, R1E

There is no data to display for this aceount.

Reporting

(R K ﬁ.

Figure 1-2 Manage Certificate Profile

2 Click Add Certificate profiles from the top of the resulting Manage certificate profiles page. The Create
profile page appears.

3  Select whether these certificates will be issued in Test mode or Production Mode, and click Continue.
The Create profile page appears.

4  Select Client Authentication as the certificate template and click Continue. The Customize certificate
options page appears.
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[ Manage Certificate profiles ® Aod Certificate profies D Mannge custom scripts

Il Cenificate profiles

Search operations: 0 Certificate profiles Certificate friendly name:
Search by: Ho rasults found 0
@cw all v
Enter criteria:
@cw all ¥
clude hidden certificate protie
Ll ihciude hidden certificate prafies / Cument settings for this template
[ Search ] " Select a setting o customize
Security and Ease of use ratings based
on the cument configuration
Security: How difficult it is 1o
. X compromise 8 cedtificate
'..‘_"'.. icate store
Computer Ease of use: How easy it is for your
= uLE 15 MBNBQE thair centificates
Private key security levet
High
Figure 1-3 Client Authentication Certificate Options

5 Configure the certificate profile based on the way the users will enroll for the certificates.
m  If the users will enroll for the certificates automatically, use the settings in Table 1-4.

m  If the users will enroll for the certificates manually using the Managed PKI client, use the settings

in Table 1-5.

Table 1-4 Certificate Profile configurations for Microsoft Autoenrollment

Options Configuration

Certificate friendly name Enter a certificate profile name.

Enrollment method Microsoft Autoenrollment

Enrollment mode Silent

Authentication method Microsoft Autoenrollment

Certificate Store Locked on Computer

Private key security level High

Subject DN Select Active Directory attribute for Source for the field’s value.
Common Name (CN) Select mail as Attribute.

Organization Unit (OU) Locked to a fixed value

SubjectAltName Select Active Directory attribute for Source for the field’s value.

Other Name (UPN) Select mail as Attribute.




Integrating Managed PKI for Web SSO through AD FS

Integration Workflow

Table 1-5 Certificate Profile configurations for PKI Client

Option

Configuration

Certificate friendly name

Enter a certificate profile name.

Enrollment method

PKI Client.

Select the Allow end users to download PKI Client check box to allow end
users to download PKI Client on their system.

Authentication method

Active Directory

Select the appropriate Authorized user list and PKI Enterprise Gateway.

Certificate Store

Configurable

Private key security level

High

Subject DN

Common Name

Select Active Directory attribute for Source for the field’s value.

Select mail as Attribute.

Organization Unit (OU) Configurable
SubjectAltName Select Active Directory attribute for Source for the field’s value.
Other Name (UPN) Select mail as Attribute.

6 Click Save.

7 If you selected the Microsoft Autoenrollment enrollment method, download the configuration file of
the certificate profile to be imported in Autoenrollment configuration. For more information, refer to
Symantec PKI Enterprise Gateway Autoenrollment Server Deployment Guide.

You can also customize the profile further, such as adding custom scripts, and customizing languages
or email notifications on this page.
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Configuring Salesforce to Use the
Managed PKI Certificate

This chapter discusses how to configure Salesforce to integrate it with ADFS.

Prerequisities

m  You must have administrative rights on Salesforce.com web site.

m  You must have registered your domain on Salesforce.com web site.

m  You must have created new users to your registered Salesforce domain. Later, these users will be
mapped to Active Directory users.

m  AD FS must be installed on a Windows 2008 R2 or Windows 2012 R2 server and an assertion signing
certificate from AD FS must be available to be imported in Salesforce at a later point.
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How the Salesforce Integration with AD FS Works

How the Salesforce Integration with AD FS Works

The following diagram describes how the administrator configures Salesforce, AD FS, and Managed PKI for
Single sign-on:

Salesforce

B

Admi
e Symantec PKI

Figure 2-1 Administrator Configuration

1 Administrator logs into Salesforce and does the following:
m  Configures Single Sign On
m  Creates users with Federation ID mapping
m  Downloads Single Sign On configuration file from Salesforce

2 Administrator configures AD FS using the configuration file downloaded in step 1 and creates
Federation ID mappings.

3 Administrator contacts Managed PKI and creates a Seat ID.
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The following diagram describes the flow of events when an end user tries to log onto the Salesforce

website:
N ‘Jl’ -—
=@ s @
ADFS AD at/
"W I | Enterprise
S
Symantec PKI Cloud
Windows Native !
Enrollment
Symantec PKI Client
Client Machine
Figure 2-2 End User Configuration

1  When an end user logs into a machine or a certificate policy is pushed to an end-user machine through
a Windows group policy, the autoenrollment client checks the Active Directory and the local certificate
store to determine for which certificate template it can enroll the end user. The Autoenrollment server
requests a certificate from Symantec Managed PKI. The certificate can be installed in one of the
following ways:

a  Certificate installed on Windows Native enrollment only for Internet Explorer browser.
b  Certificate installed on Symantec PKI Client.

For more information, refer to Symantec PKI Enterprise Gateway Autoenrollment Server Deployment
Guide.

2 End user tries to reach the hosted web application on Salesforce from their browser.

3 Salesforce generates a SAML authentication request. The SAML request is encoded and embedded into
a URL and sent to AD FS.

4 AD FS authenticates the user in AD. After authentication, user information is taken from AD and a
SAML response is generated.

5 The browser submits the request to Salesforce, which logs the user in if the response is successfully
verified.

6 The user is redirected to the destination URL.

11
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Configuring Salesforce for SSO

To configure SAML settings for Single Sign-On with Salesforce.com:

1  Go to Salesforce.com web site and login as an administrator.
2 In the left navigation pane, click Administer Security — Controls Single—> Sign-On Settings. The
Single Sign-On Settings page appears.
3 On the Single Sign-On Settings page, click Edit.
4  Under Federated Single Sign-On Using SAML, select SAML Enabled and click Save.
Chinmaya Karve ¥ Setup Help Sales
Home Chatter Campaig Leads Contacts  Opp Forecasts Contracts Cases Solutions Products Reports Dashboards +
Single Sign-On Settings Help for th
Sl Colapee Al Configure single sign-on in order to authenticate users in salesforce.com from external ervironments. Your organization has the following options available for single
Force.com Home
= Federated authentication, a single sign-on method that uses SAML assertions sentto a Salesforce endpaint.
Administer | Edit || SAML Assertion Validator
+ Manage Users Federated Single Sign-On Using SAML
*| Manage Apps SAML Enabled
+ Company Profile
8 Security Controls
Sharing Settings SAML Single Sign-On Settings | Hew |
Field Accessihility ) ) ’
Eenarr PElEES Action Hame SAML Version Issuer Entity Id
Session Setlings Edit| Del adfs-4 2.0 hitp:figyme-2ke-17-70 adfe. setup/adfs/eemicesnst hitps fadistest-2-dev-ed.my.salesforce. com/
Metwork Access
Activations New!
Login Access Folicies
Certificate and Key Management
Single Sign-On Settings
Auth. Providers @ ch
Figure 2-3 Single Sign-On Settings
5 Click New for SAML Single Sign-On Settings. The SAML Single Sign-On Settings page is displayed.
Enter the field values as listed in Table 2-1 to add a SAML Single Sign-On.
Table 2-1 SAML Single Sign-On Settings
Field Description
Name Enter user friendly name for your configuration. For example,
ADFS_SF_SSO
API Name Automatically displays API name based on the name you entered in the
Name field. You can modify the API name if required.
SAML Version The version of SAML your identity provider uses. The SAML version

for the current Salesforce version is 2.0.

User Provisioning Enabled

Select to enable just-in-time user provisioning for SAML.

Issuer Your AD FS trust url. For example:
http://<your adfs system fgdn>/adfs/services/trust
Entity Id Your registered domain on Salesforce.com portal. For example:

https://<your registered domain>.salesforce.com

Identity Provider Certificate

The authentication certificate issued by your identity provider. Refer
to your vendor documentation for instructions on obtaining this
certificate.
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SAML Single Sign-On Settings

Field

Description

Signing Certificate

The certificate used to generate the signature on a SAML request.
Refer to your vendor documentation for instructions on obtaining this
certificate.

SAML Identity Type

Select Assertion contains the Federation ID from the User object.

SAML Identity Location

Select Identity is in the Nameldentifier element of the Subject
statement.

Identity Provider Login URL

The URL of your AD FS SAML endpoint, to which Salesforce.com will
send SAML requests for SP-initiated login.

Identity Provider Logout URL

You can configure a URL to which the user will be sent after they log
out.

Custom Error URL

Any custom URL that you want to display to the end users in case of
login errors.

Service Provider Initiated Request Binding

Select HTTP Post as the binding mechanism.

6 Click Save. The Salesforce Login URL and OAuth 2.0 Token Endpoint is automatically generated.

Home Chatter Campaigns Leads Accounts Contacts Opportunities Forecasts Contracts Cases Solutions Products Reports Dashboards +

Search All Setup

Force.com Home

SAML Single Sign-On Setting Detail

Administer

+ Manage Users
+ Manage Apps
» Company Profile

SAML Single Sign-On Setting

Expand Al | Collapse &1 Backto Single Sign-On Settings

SAML Version

@ Security Controls

Sharing Settings
Field Accessibility

Password Polivies

Session Seftings

Metwork Access

Activations New!

Login Access Palicies
Certificate and Key Management
Single Sign-0n Settings

Auth. Providers

Identity Provider

Wiew Setup Audit Trail

Expire All Paszwards

Delegated Administration

Identity Provider Certificate

Signing Certificate

SAML Identity Type

SAML Identity Location
Identity Provider Login URL
Identity Provider Logout URL
Custom Error URL

Service Provider Initiated
Request Binding

Frintable View | Help for 1

Edit | Delete| Clone | Download Metadata SAML Assertion Validator

adis-4 APIHame  adfs_4
20 User Provisioning Enabled
hitpclisyme-2k8-17-70.adfs setupiadfs/servicesitrust Entityld  hitpsiadistest-2-dev-ed.my.salesforce.comy

CIN=ADFS Signing - syrmc-2ke-17-70.adfs.setup
Expiration: 10 Dec 2014 10:04:16 GMT

adfssetup3
Federation ID

Subject

hitps fisymec-2kE-17-70.adfs. setupladfs/isildpinitiatedSignon.aspx
hitps fisymec-2kE-17-70.adfs. setupladfs/isildpinitiatedSignon.aspx

HTTP POST

Salesforce Login URL
0Auth 2.0 Token Endpoint

hitps fadfstest-2-dev-ed my salesforce.com?50=00030000000gmA2
hitps iadfstest-2-dev-ed.my.salesforce.com/sarvices/oauth2iaken 750=00080000000gmAZ

Edit | Delete| Clone | Download Metadata | SAML Assertion Validator

Figure 2-4

7

SAML Single Sign-On Setting

Click Download Metadata and save the XML file.
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Configuring Salesforce
1  Click Salesforce.com web site.

2 (Click Administer — Manage Users —> Users.

Search Search Chinmays Karve v Setup Hulp

Homa Chatter Campaigns Leads Accounts Contacts Opporunitles Forecasts  Contracts  Cases  Solutions  Products  Reporis  Dashboards +

Search Al Selup, All Users Vel ot Bis Page @8
Expand Al | Collagse AN
View: [AllUsers | Cditi Craata Mew View
Fonoe. com: ABCDEFOGHIJELMHNOPOGRSTUVWXY 7 Onher All
Administer ﬂu_l!r Reset Password(s]  Add Multiple Users
@ Manage Users (] Action Full Name + Alias Uncaraasne Last Lugin Mol Aclive  Profile Manager
rpe L (st Kares, il CHary  chanve@alls, sehup 12772014 833 PM ¥ Syslem Adminkstrator
M Emal Usios [ 1Edt Kane Test piane  paadhkanvefaadts setup UAD1A W18 PR ' Forca com - Frea User
Holas (] |Fae yserd ggl Buser adlsuser|@acts sefup 2 ~"  Staneard Plabioom User
[N S L1 iEan s 10 st bl bostuen 10 st 12772014 832 PM ¥ Blandud Uson
Frotles =
11E testuser 11adle satun " Eorce com - Apo Subscnodon User
POk G o ugar 11 fest luser)l
Queuss [l kot Userd Tes hEerd  bestuser d3ect sehe 1B2014 1:23 AM v Forcecom - Freg User
Login History | 1Eo usurd bl ld bestusies 4% solg 1RR014 1 55 AM v Slandand Platfom Usior
hdenaity Provider Event Log (] |Fot ugery Sesl Iugary IpEluser SEIagE salug VEIIU 1006 FM ¥ tangard Platiorm Uset
* Manage Apps Huw Use | | Reosel Panaword{n) | Add Malliply Users
+ Company Prafile
* Security Controls ABIGDEF GHIJELMNGPOQRSETUVWXY Z omer A
» Domain Management
+ Commumication Templates
2t Temost bl Mnsbinmnds
Figure 2-5 All Users

3  Select a user and click Edit. The User Edit page is displayed.

4 In Single Sign-On Information, enter the value for Federation ID that matches the Name ID element of
Subject statement of SAML assertion generated by AD FS.

Rmceive Salestorce CRM

Ll Content Email Aletts. L
Sy vt Receive Salestorce CRM 3
Installed Packages (Content Alerts as Daily Digest
AppCrchange Marketplace Allow Forscanting ]
Crical Updates Call Center | e
(2 | —
Monitor
Bwee [ 1]
i e il
Imports
[Ena— wee [ ]
OO Mesages Fmail Enceding | Ganaral US & Waatem Europa (I50-5859-1, 1S0-LATIN-1) |
Tme-Based Workfiow Fmplayee Number
Automated Frocess Adons h
Case Escaabors -‘“."ﬂ Address
AP Usage Noticabons:
Mass Emats. Lo
+ Jobs
+ Logs Cy
StateFrovince
LpFPostal Code
Country |

| single Sign On Information

Federation 10 [jestuser_ 108 adfs. selup |

Lecals Settings.
Tima 2ont | (GMT.0%.00) Pacific Standard Time (Americailos_ngeles) ~|
Lecale | Englsh (United States) ~
tangusge | English ~ ==
Figure 2-6 SSO Federation ID

5 Click Save.

6 Repeat this for the each user in Salesforce.com portal. Once Name ID and Federation ID values are
matched, the user will be allowed the access the Salesforce.com web site.



Configuring Salesforce to Use the Managed PKI Certificate | 15
Configuring Salesforce for SSO

Testing the configuration

1 Create a new user in AD with email ID as testuser@domainname.com where, domain name is the name
of your enterprise setup.

2 Add the user to groups that are authorized for receiving Client Authentication certificates from
Symantec's Managed PKI.

3 Create a new user in Salesforce.com with the federationID=email 1D of the user.

4 Loginto the Salesforce with the newly created user. A pop-up window appears on the user screen which
prompts the user to install a new certificate.

Windows Security @

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

testuser_l0@adfs.setup
Issuer: Team One Level T...
Valid From: 14-01-2014 to 15-01-2015

Click here to view certificate prope...

5
.

0K ] | Cancel

Figure 2-7 Certificate Installation

5 Install the certificate.
6 Open a new browser instance.
7 Tolog in to Salesforce.com select the following URL based on your set up.

m  For AD FS 2.0, https://<your adfs setup name>/adfs/ls/
idpinitiatedsignon.aspx?loginToRp=https://<your Salesforce domain name>

m  For AD FS 3.0, https://<your adfs setup name>/adfs/ls/
idpinitiatedsignon.htm?loginToRp=https://<your Salesforce domain name>

8 Select a certificate from the certificates listed in the pop-up window. The Salesforce.com page is
displayed with the user’s profile.
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Configuring Salesforce for SSO

ftestuser 10+ Seeup

el

m Chatter  Compaigns  Loads  Accounts  Conicts  Upporiunities  Comtracts  Casas Solutions  Products  Heports  Dashboards +

[ — test user 10
Moty dasiary 37, 2014
O e
1 tccluiec i @ post | File 7 NewTask  Mare - Recommundations Mon
m WUlch & shoft ¥idoo
T Facycie im Lo mae about how
. Chattar can
Q Sonl Dy Most Recent Activity mmmb'::lM
L
Ther are o updates
aa .
Jomad in the last menth
ot use 11
Joined in the last ment
© Follow
test user 4
Joimed in the st mentn
@ Folow
Test User 3
Joi0ea in the last manin
© Folow
Calendar Mew Evert | Hrw Meeting Aeguest Calaretas Mo
Scheduled Mestings  Requosted Mestings € Jamuary M4 >
Figure 2-8 Salesforce User

Note: If the client authentication certificates are not displayed for end users on a Windows 2012 R2 system,
refer to “Configuring the trusted issuers list in Windows 2012 R2” on page 23 for possible reasons and
solutions.




Configuring AD FS

This chapter discusses how to configure Microsoft Active Directory Federation Services (AD FS) to integrate
with its partners.

The instructions in this chapter use Salesforce and Microsoft Office 365 as examples.

Prerequisites

m  You must have installed Active Directory Federation Services 2.0 (AD FS) on a Windows 2008 R2 server.

m  You must have enabled the Active Directory Federation Services role on the Windows 2012 R2 server.

Configuring AD FS to Deploy a Federation Server

You can use the AD FS console to configure services and policies for the deployment of a federation server.

Note: The interface for AD FS 2.0 and AD FS 3.0 are similar. The graphic images used in this document refer
to AD FS 2.0 interface.

1 Loginto the computer where AD FS is installed, as an administrator.
2 Click Administrative Tools — AD FS Management. The AD FS console is displayed.

3 Inthe left navigation pane, click AD FS — Service — Certificates. The certificates are grouped in the
console by the type of certificate and its intended purpose.
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%AD FS 2.0

% File  Action VWiew ‘Window Help

== 2mld=

[ ADFs 2.0 Certificates
=[] Service
| Endpoints Subject |ssuer Effective Date | Expiration Date | Primar

3 Service communications
_ [ claim Deseriptions [ CN=symc-2kB17- 70 adkss.. CN=syme-2k@17-70adks.. 10122013
_| Trust Relationships
Token-decrypting
CH=ADFS Encryption - sym... CM=ADFS Encryption - sy...  10-12-2013

Token-signing

CH=ADFS Signing - syme-2... CH=ADFS Signing - spmc-..  10-12-2013

10-12-2014
10122014 PFrimary
10-12-2014 Frimary

Figure 3-1 AD FS Certificates - Token Signing
4 Right-click the certificate under Token-signing and click View Certificate.

displayed.

6 Select DER encoded binary X.509 (.CER) format and click Next.

Go to the Details tab and click Copy to File to export the certificate. The Certificate Export Wizard is

Certificate Export Wizard [ %]

Export File Format

Certificates can be exported in a variety of file Formats.,

Select the Format you want to use:

& DER encoded binary ¥.509 { CER)

" Base-64 encoded X.509 { .CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P76)

™| Include &l certificates in the: certification path iF possible
{7 Bersonal Information Exchange - PRCS #12 [\RFx)

™| Include &l certificates in the: certification path iF possible

I | Delete the private keyif the export is successful

™| Export &l extended properties

 Microsoft Serialized Certificate Store (55T

Learn mare abouk: certificate file Formats

< Back I Mext = I Cancel

Figure 3-2 Certificate Export Wizard - DER Encoded Binary

7  Enter afile name to export the certificate and click Finish.
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Add Relying Party Trust on AD FS

1 Loginto the AD FS system, as an administrator.

2 (Click Administrative Tools — AD FS Management. The AD FS console is displayed.

3 Click Add Relying Party Trust. The Add Relying Party Trust Wizard is displayed.

%l Add Relying Party Trust Wizard
Welcome
Steps . )
Welcome to the Add Relying Farty Trust Wizard
@ Welcome
® Seloct Data S Thiz wizard will help you add a new relying party trust to the AD FS configuration database. Relving parties
@ oelect Data source consume claims in security tokens that are issued by this Federation Service to make authentication and
@ Specify Display Name autharization decizions.
@ Choose Issuance The relying party truzt that thiz wizard creates defines how this Federation S ervice recognizes the relying
Authorization Fules party and izzues claims to it. You can define izsuance transform rules for izzuing claims to the relwing party
after you complete the wizard.
@ Ready to Add Trust
@ Finish
< Previous | Stark I Cancel Help
Figure 3-3 Add Relying Party Trust Wizard

4 Complete the steps in Table 3-1 to add a new relying party trust in AD FS configuration database.

Table 3-1 Add Relying Party Trust Wizard
Steps Action
Welcome Click Start.

Select Data Source

Click Import data about relying party from a file.

Select and import the Metadata file saved as XML in “Configuring Salesforce for SSO” on
page 12.

Specify Display Name

Enter a display name.

Choose Issuance
Authorization Rules

Enter a display name for this relying party.
Note: These instructions use Salesforce.com

Select Permit all user to access this relying party.

Ready to Add Trust

Verify the Ready to Add Trust option.

Finish

Click Finish to add the relying party trust to the AD FS Configuration database.
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5 Select Open the Edit Claim Rules dialog for this relying party trust when the wizard closes and click
Close. The Edit Claim Rules for Salesforce.com window is displayed.

Edit Claim rules in AD FS

1 Inthe Issuance Transform Rules tab, click Add Rule.

|| Edit Claim Rules for SF-AD F5 M=

suance Autharization Rules I D elegation Authorization Rules I

The following transform rules specify the claims that will be sent to the relying party.

Order | Fulz Mame I lzsued Clains |

addRue. | EdtRue. | Bemoverue. |

] | Cancel | Apply Help

Figure 3-4 Edit Claim Rule

2 In Choose Rule Type, select Send LDAP Attribute as Claims and click Next.
a  Enter a Claim rule name. For example, UPN-NamelD.
b  Select Active Directory as Attribute store.

¢ For LDAP Attribute, select User-Principal-Name (UPN) and for Outgoing Claim Type select Name
ID.

d Click Finish.
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"':E Add Transform Claim Rule Wizard

Configure Rule

Steps *Y'ou can configure this rule to send the values of LDAP attributes as claims. Select an attibute store fram
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgaing claim types that will e
izsued from the rule.

@ Configure Claim Rule
Llaim rule: name:

Fiule template: Send LDAP Attibutes as Claims

Attribute stare:

Select an attibute store... j

HMapping of LOAP attributes to outgoing claim types:

LDAP Attribute | Outgaing Clair Type

U zer-Frincipal-t ame M 1

< Previous I Firizh I Cancel Help
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Figure 3-5 Configure Claim Rule

3 Click OK.

Add the Relying Party Trust for AD FS
1 Inthe left navigation pane, click AD FS — Trust Relationships — Relying Party Trusts. The Relying
Party Trusts page appears.

2 Right-click the rule that you created and click Properties.

3 Click the Advanced tab and select -1 as the secure hash algorithm. Microsoft recommends using SHA-1
algorithm.

4  Click Apply and click OK.

Enable the Endpoints for AD FS 2.0

The following instructions are applicable only for AD FS 2.0.

1 Inthe left navigation pane, click AD FS 2.0— Service — Endpoints. The Endpoints page list the
available endpoints.

2 Right-click /adfs/services/trust/2005/certificate from the list and choose Enable.

3 Restart the AD FS 2.0 services for the changes to take effect.
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1AD FS 2.0
'.E File  Action View “Window Help

&= xmHE
1 ApFs 20 e
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: Certificates Token lssuance
o T._ ?:i"; [E_ESE??HDHS e n'a Jadiedzd SAML 2,055 -Federation Ananpmou
- rus .E N IDHS.IDS Mo Mo Jadls/services st/ 2008 windows WS-Trust 2005 Windows
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Figure 3-6 Endpoints

4 Navigate to C:\inetpub\adfs\1s.

5 Edit the web.config file settings. Under <microsoft.identityServer.web>, enable T1sclient method
and disable other methods by commenting out the xml tags.

|web - Notepad [_[O0]
File Edit Format Miew Help

<handlerss
<add name="BasicauthHandlar” path="auth/basic,” werh="%" typa="Microsoft.Idantitysarver,weh.BasicEndpoir
<add name="prassivepProtocolHandler" path="/adfs/1s/" allowPathInfo="true" werbh="*" type="Microsoft.Ident
<add name="TlsAuthHandler" path="auth/ss1Client/" werh="%" type="Mmicrosoft.IdentityServer.weh. T1sEndpoir
<add name="windowsauthHandler" path="auth/integrated/" werb="*" tType="microsoft.Identityserver.weh.wind

</handlerss

<validation validateIntegratedmodeconfiguration="false" />

</system. wehservers>

-

<microsoft. identityserver.webx>
<localauthenticationTypes>
<! —-—add name="Basic" page="auth/basic/" /-->»
<add name="T1sClient" page="auth/sslclient/" />
<!—-add name="Integrated” page="auth/integrated/" /--»
<!—-add name="Forms" page="FormssignIn.aspx" /--»

</1ocalauthenticationTypes>
<commonpomainCookie writer="" reader="" />
<context hidden="true" />
<arror page="Error.aspx’ />
<acceptedfFederationProtocols saml="true" wsFederation="true" />
<homeRealmbiscovery page="HomeRealmbiscovery,aspx" /»
<persistidentityProviderIinformation enabled="true" TifetimeInDays="30" />
<singlesignon enahled="true" />

</microsoft. identityserver. web:>

<system.diagnosticss
<gOurcas:

<l--— To enable tracing on a particular component, uncomment the desired section below. Then uncomment -
4] | v

Figure 3-7 Web Configuration File Settings
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Authentication Policies AD FS 3.0

The following instructions are applicable only for AD FS 3.0. Certificates can be configured for single factor
and multi-factor authentication.

Primary Authentication Configuration

1 Inthe left navigation pane, click AD FS 3.0 &> Authentication Policies. The Authentication Policies
Overview page is displayed.

2 In Primary Authentication, click Edit in Global Settings option. The Edit Global Authentication Policy
page is displayed.

3 Select the Certificate Authentication check box from Intranet and Extranet section and click Apply.

Multi-Factor Authentication Configuration

1 Inthe left navigation pane, click AD FS 3.0 - Authentication Policies. The Authentication Policies
Overview page is displayed.

2 In Primary Authentication, click Edit in Global Settings option. The Edit Global Authentication Policy
page is displayed.

3  Select Forms Authentication check box (make sure Certificate Authentication check box should not be
selected here) from Intranet and Extranet section and click Apply.

4  In Multi-Factor Authentication, click Edit in Global Setting option. The Edit Global Authentication
Policy page with Multi-Factor tab is displayed.

5 Select the Certificate Authentication check box from Additional Authentication Methods section and
click Apply.

Configuring the trusted issuers list in Windows 2012 R2

Note: The following procedure is applicable only for AD FS 3.0 configured on a Windows 2012 R2 server.

Beginning with Windows Server 2012, the use of the Certificate Trust List (CTL) has been replaced with a
certificate store-based implementation.

Although the maximum size of the trusted certification authorities list that the Schannel SSP supports (16
KB) remains the same as in Windows Server 2008 R2, in Windows Server 2012 there is a new dedicated
certificate store for client authentication issuers so that unrelated certificates are not included in the
message.

1 Enter Start - Run — Regedit to open the registry editor in Windows.

2 Navigate to
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL

3 Check the value of SendTrustedIssuerList key and set the value to 0.

4 Create a new DWord (32-bit) Value registry entry with the name ClientAuthTrustMode and set the
value as 2.

5 Restart the AD FS 3.0 server for the registry changes to take effect.

For information on the registry entries and its requirement in this integration, refer to http://
technet.microsoft.com/en-us/library/hh831771.aspx#BKMK_TrustedIssuers
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Configuring Microsoft Office 365

This chapter discusses how to configure Microsoft Office 365 to integrate it with ADFS.

Prerequisities

m  You must have administrative rights on the Office 365 portal.
m  You must have a registered public domain.

m  You must have created users in your enterprise Active Directory. These users will be mapped to the
Office 365 users.

m  AD FS 2.0 must be installed and configured on a Windows 2008 R2 server while AD FS 3.0 must be
installed and configured on a Windows 2012 R2 server. See “Configuring AD FS” on page 17.

How the Office 365 Integration with AD FS Works

The following diagram describes how the administrator configures Office 365, AD FS, and Managed PKI for
Single sign-on:

T

Microsdft
Office 365

O— =

At Symantec PKI

Figure 4-1 Administrator Configuration
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1 Administrator logs into and configures Office 365 for Single Sign On.
2 Administrator prepares and configures the enterprise AD for identity federation.

3 Administrator contacts Managed PKI and creates a Seat ID.



The following diagram describes the flow of events when an end user tries to log onto the Office 365 portal:

Configuring Microsoft Office 365
How the Office 365 Integration with AD FS Works

ghan

@) (&
AD FS

Enterprise
l S
(&
Windows Native !
Enrollment
Symantec PKI Cl|ent
Client Machine

Figure 4-2 End User Configuration

1

When an end user logs into a machine or a certificate policy is pushed to an end-user machine through
a Windows group policy, the autoenrollment client checks the Active Directory and the local certificate
store to determine for which certificate template it can enroll the end user. The Autoenrollment server
requests a certificate from Symantec Managed PKI. The certificate can be installed in one of the
following ways:

a  Certificate installed on Windows Native enrollment only for Internet Explorer browser.
b  Certificate installed on Symantec PKI Client.

For more information, refer to Symantec PKI Enterprise Gateway Autoenrollment Server Deployment
Guide.

End user tries to reach the hosted Office 365 application from their browser and enters the account
user name, for example, test_user@testdomain.com.

Office 365 generates a SAML authentication request. The SAML request is encoded and embedded into
a URL and sent to AD FS.

AD FS authenticates the user in AD. After authentication, user information is taken from AD and the
SAML response is generated.

The browser submits the request to Office 365, which logs the user in if the response is successfully
verified.

The user is directed to the home page of the Office 365 services.

27
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Configuring Microsoft Office 365 for SSO

Configuring Microsoft Office 365 for SSO

To configure Office 365 for SSO, follow the steps listed in the document at http://www.microsoft.com/en-
ie/download/details.aspx?id=28971

Note: The instructions in this document describe the configuration for AD FS 2.0. Follow the same
procedure to configure Office 365 for SSO on AD FS 3.0.

Testing the configuration
1 Log into the Microsoft Office 365 portal with your test-user credentials.

2 From the list of certificates, select the appropriate certificate. You are directed to the Office 365 home
page for the subscribed Office 365 services.
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