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Integrating S/MIME Certificates
with Microsoft Outlook

The enterprise workplace has moved beyond the walls of the organization into a global, mobile
environment. To maintain productivity, your end users need to access company resources using a mobile
platform. However, you need to be able to trust the end users accessing your systems, and the mobile device
they use, no matter if you have provided their devices or if they are using their own mobile devices.

Symantec Managed PKI’s digital certificates can provide that trust without the burden of user names,
passwords, or additional hardware tokens. Managed PKI is scalable from a few to thousands of devices, and
its in- the-cloud solution provides quick deployment and easy management while also offering Symantec's
industry leading security that is unmatched by in-house PKI solutions.

Symantec’s digital certificates for Secure Email allow you to digitally sign and encrypt your digital
communications using a certificate. By digitally signing and encrypting an email message, you apply your
unique digital mark to the message and protect the privacy of the message by converting readable plain
text into scrambled cipher text.

This document describes how to configure Secure/Multipurpose Internet Mail Extensions (S/MIME)
certificate with Microsoft Outlook to digitally sign and encrypt digital communication.

Partner Information

These procedures have been tested on the following platforms:

Table 1-1 Partner Information
Partner Name Microsoft®
Product Name Microsoft Outlook Client® 2007, 2010

The procedures in this guide are written for a system running Microsoft Outlook 2010. The screens and
procedures for Outlook 2007 may differ slightly. However, the process for integrating Managed PKI
certificates with Outlook 2007 is essentially the same.
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Integration Architecture

Integration Architecture

The following diagram describes how Managed PKI certificates support S/MIME certificate and integrates
with Microsoft Outlook to digitally sign and encrypt emails.
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Figure 1-1 S/MIME Certificate integration with Microsoft Outlook
1  User A digitally signs an email message using User A's private key and encrypts using User B's public
key.

2 User Breceives the email message and authenticate it using User A's public key and decrypts it using
User B's private key.

Integration Workflow

The following diagram describes the general steps required to set up the Symantec Managed PKI account
and integrate Managed PKI certificates with Microsoft Outlook.
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Integration Workflow
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Figure 1-2 Managed PKI Integration Workflow

Task 1. Set up your Managed PKI 8.x account

Contact your Symantec Sales representative to set up your Managed PKI account. Your representative will
provide you with the necessary information to begin defining your account and certificate profile.

You will need to complete and return the following documents. As needed, your Symantec representative
will assist you with obtaining and completing these forms.

m  Master Service Agreement

= Issuing Authority Naming Application (also known as the CA Naming Document)
m  Symantec Services Order Form

m  Purchase Order, credit card, or reference number

You will need to obtain your initial Managed PKI administrator ID, which is your credential to access your
Managed PKI account. Your Symantec representative will assist you with obtaining your Managed PKI
administrator ID. You will use your Managed PKI administrator ID to log into PKI Manager, configure your
Managed PKI account, and obtain your RA certificate. For more information on configuring Managed PKI,
refer to PKI Manager and its online help.

Task 2. Create a Secure Email Certificate Profile

Managed PKI uses a certificate profile to define the certificates issued. Certificates issued by the Secured
Email profile support the S/MIME protocol. These certificates can be used for digital signing and/or
authentication of emails through S/MIME.

Complete the following steps to create your Managed PKI Secure Email certificate profile:

1 Loginto Managed PKI’s PKI Manager using your administrator certificate. You will be prompted for
your PKI Client PIN.

2 On PKI Manager, click Manage certificate profiles or select Manage certificate profiles from the Tasks
menu on the bottom navigation bar.
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Symantec™ PKI Manager

nto: ACME Org
Account activity

Last updated: Apr 3, 2013 10:52 Al
Refresh

All

Recent activiy

Action Date
Enrolment e-mai senttot.. Apr 3, 2013
Enrolment created Apr3, 2013
Certificate profile created  Apr 3, 2013
Certificate options custom... Apr 3, 2013

Certificate profile created  Apr 2, 2013

Alerts

Symantec's Managed PKI 8.7 release announces significant advances in core areas of its enterprise authentication strategy.
With support for new platforms such as i0S 6.0 and Android Jellybean (4.1), Managed PKI 8.7 secures mobile data and
enables business productivity for corporate-managed and personally-owned unmanaged devices. Managed PKI 8.7 also
includes several other key enhancements for you and your users, such as shortened URLs for certificate enrollment,
automated capabiliies of PKI Client to support MAC VPN client, the ability to delete users and revoke multiple certificates
through PKI Manager and more. For more information on these and the security updates available in this release, refer to
Managed PKIv8.7 Release Notes available on the Resources page

There is no data to display for this account.

anage certificate profiles

authorized

edule a report
View audit trail

Your account
unt and sub-

Account status

Set up your account
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@ Enroll users for a certificate
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@ Use directory service

Seat usage

Seatpool Total used Total purchased

0 200

200

200

Organization 200

Buy more seats

Figure 1-3

Manage Certificate Profile

3  Click Add Certificate profiles from the top of the resulting Manage certificate profiles page. The Create
profile page appears.

4  Select whether these certificates will be issued in Test mode or Production Mode, and click Continue.
The Create profile page appears.

5 Select Secure Email as the certificate template and click Continue. The Customize certificate options
page appears.

6 Inthe Customize certificate options, enter a certificate profile name.
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Symantec™ PKI Manager
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Figure 1-4 S/MIME Certificate options
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9

Select the appropriate Enrollment method from the following:

= Select OS/browser if your user will enroll for certificates using browser.

= Select PKI Client if your user will enroll for certificates using PKI Client.

m  Select PKI Web Services if your user will enroll for certificates using third party applications.
The Authentication method is pre-configured based on your Enrollment method:

m  For the PKI Web Services Enrollment method, the Authentication method is 3rd party
application.

m  For the PKI Client or OS/browser Enrollment method, the Authentication method is Active
Directory.

Click Advanced options to view certificate options and define any additional attributes you may need.

Note: Select Publish to public directory in the Secure Email certificate option to allow customers and
others outside your company to download the public key to quickly enable secure communication. For
information on importing the public key, see “Obtaining a Sender’s Public Key Manually” on page 10.

Click Save.

On the confirmation page, you can view the attribute used for the Seat ID, which is a mandatory attribute
for third party configuration or during enrollment process. You can also customize the profile further, such
as adding custom scripts, and customizing languages or email notifications on this page.



6 | Integrating S/MIME Certificates with Microsoft Outlook

Integration Workflow

Task 3. Enroll for an S/MIME certificate

You must add the user to PKI Manager before enrolling for a certificate.

1

In PKI Manager, click Manage users or select Manage users from the Tasks menu on the bottom
navigation bar.

Click Add Users from the top of the resulting Manage users page.
Enter the Seat ID (typically the end user’s email address) and click Continue.
m  Enroll for a single user by entering end user’s email address.

m  Enroll for multiple users at one time by uploading a comma-separated value (csv) file with your
user data. You can skip step 4 if you are enrolling multiple users using a .csv file.

Enter the First Name, Last Name, and select the I want to enroll this user for a certificate check box
and click Continue.

Select the S/MIME certificate profile and click Continue.

The final enrollment link is displayed to the administrator along with the enrollment code which can be
sent to the user for completing the enrollment process. Symantec recommends that you send the
enrollment code separately from the enrollment link, and that you do not send the enrollment code by
email.

Task 4. Pick up the Certificate

1
2

N o o b

Click the enrollment link in the email.

Enter the email address used for enrollment and click Continue.

Enter the enrollment code provided by the administrator or received in an email and click Continue.
This step authenticates the end user to ensure the correct user is picking the certificate.

Click Continue.

Click Install certificate to install the certificate.

Enter the PIN for the certificate store (PKI Client) when prompted and click OK.

The certificate is installed on your machine. You must configure Microsoft Outlook to use this
certificate to encrypt and sign the email messages. For information on configuring Microsoft Outlook
with S/MIME certificate, see “Configuring Microsoft Outlook” on page 7.



Configuring Microsoft Outlook

This chapter discusses how to configure Microsoft Outlook and digitally sign and encrypt email messages
using Managed PKI certificates.

Import your Certificate into Outlook

Complete the following steps to import the S/MIME certificate to Microsoft Outlook:

1  Open Microsoft Outlook.

2 Click the File tab.

3  Click Options.

4  Click Trust Center from the Outlook options menu and click Trust Center Settings.
5 On the E-mail Security tab, click Import/Export.

Trust Center l Pl

Trusted Publishers

Encrypted e-mail

DEP Settings
-9& D Encrypt contents and attachments for outgoing messages
*

Privacy Options ] Add digital signature to outgoing messages

|

Send clear text signed message when sending signed messages
D Request 5/MIME receipt for all 5/MIME signed messages

Attachment Handli
achment Handling Default Setting [ settings... |

Automatic Download

E-mail Security

Digital IDs (Certificates)
Macro Settings

Programmatic Access

Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Iﬂ?l [ Publish to GAL.. | [ Import/Export... | | Get a Digital D..

Read as Plain Text

D Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

Allow script in shared folders
Allow script in Public Folders

Figure 2-1 Email Security tab
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6 Click Browse to locate your S/MIME certificate on your local machine and provide the password (PIN)
for the certificate.

7 Click OK.

Digitally Signing Messages
1 In Outlook, click File > Options > Trust Center > Trust Center Settings.

2 On the Email Security tab, under Encrypted e-mail, select the Add digital signature to outgoing
messages check box. You can also select the following options:

m  To allow recipients who do not have S/MIME security settings to read your messages, select the
Send clear text signed message when sending signed messages check box.

m  To verify that your digitally signed message was received unaltered and to request a notification
on who opened the message, select the Request S/MIME receipt for all S/MIME signed messages
check box.

3 Click Settings to choose which certificate to use to encrypt messages, or to configure additional
security settings.

Trust Center [ 7| = |

Trusted Publish
fusted Fublishers Encrypted e-mail

DEP Settings —
9& "] Encrypt contents and attachments for outgoing messages
~a

Privacy Options [7] Add digital signature to outgoing messages
Ei Send clear text signed message when sending signed messages
|:| Request 5/MIME receipt for all 5/MIME signed messages

Attachment Handli
aciment bancling Default Setting

Automatic Download

E-mail Security

Digital IDs (Certificd Change Security Settings
Macro Settings
—1 Digital ID{ Security Setting Preferences transactions.
Programmatic Access ; ] : Security Settings Name:
Publish :

DIl Cryptography Format: | 5/MIME
[C] Read all stand || pefault Security Setting for this cryptographic message format

Read all di
catialios Default Security Setting for all cryptographic messages

Script in Folders [ Security Labels... ] [ New Delete Password...

Allow script in Certificates and Algorithms

[¥] Atlow seript in Signing Certificate:
{
Encryption Certificate:

[¥] send these certificates with signed messages

OK ] [ Cancel

OK ] [ Cancel

Figure 2-2 Security Settings

4 Click OK.
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Encrypt Messages

1 In Outlook, click File > Options > Trust Center > Trust Center Settings.

2 On the Email Security tab, under Encrypted e-mail, select the Encrypt contents and attachments for
outgoing messages check box.

3 Click Settings to choose which certificate to use to encrypt messages, or to configure additional
security settings.

To read an encrypted email, the recipient must have access to the public key of the sender’s certificate.
There are several ways for a recipient to obtain the sender’s public key:

m  The sender can send a digitally-signed message to the recipient so that the recipient can add you
to the Outlook contact. The digital certificate is also added to the contact details.

m  The sender can send a . cer file to a recipient which the recipient can add to the Outlook contact
manually. For more information, see “Adding a Sender’s Public Key to Your Outlook Contacts” on
page 9.

m  The sender or PKI administrator can provide a public key to a recipient directly. Symantec offers
public LDAP search portal (Certificate search portal) at https://pki-search.symauth.com/pki-
search/index.html through which the recipient can download the public certificate. For
instructions on importing the public key, see “Obtaining a Sender’s Public Key Manually” on
page 10.

4 Click OK.

Importing a Sender’s Public Key

If the recipient is in the same CA hierarchy as the sender, and Publish to a public directory was configured
for this profile, the recipient will automatically have access to the sender's public key. Otherwise, the
recipient must obtain the public key before being able to verify digital signatures or read encrypted
messages from the sender.

Adding a Sender’s Public Key to Your Outlook Contacts

You can add a sender's public key to your Outlook Contacts in one of two ways:

m  If you received a digitally-signed email, add the sender to your Outlook Contacts. The public key is
added to the contact.

m  If youreceive a . cer file from a sender, you can import the certificate to a contact manually (you may
need to create the contact first).

The following steps describe how to create a contact and public key from a digitally-signed email:

1 Inthe email message you receive, right-click the name of the sender, and click Add to Outlook
Contacts.

A contact form with sender’s name and email address already filled in appears.
2 Click Save & Close. The contact name and public key is added to the Outlook Contact folder.

The following steps describe how to create a new contact and add the public key.

Select the . cer file that you downloaded.

1  Onthe Home tab, click Contacts.

2 Click New Contact.

3 Enter a contact name, email address, and any other information that you want to include.
4  Click Certificates.

5 Click Import.

6

7

Click Save & Close.
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Encrypt Messages

Obtaining a Sender’s Public Key Manually

1  Click the Certificate search portal at https://pki-search.symauth.com/pki-search/index.html.

VeriSign Digital ID Services
[ one |
Search For Digital IDs

Search our online database for anyone's Digital ID by entering the name or e-mail
address contained in the Digital 1D, and clicking on the SEARCH button. If you cannot
locate a Digital ID by e-mail address or name, the owner of the Digital ID may have
chosen to "unlist" it when setting Digital ID preferences.

“ou cannot use wildcard characters. By clicking the SEARCH button you accept the
terms of our Relying Party Agreement.

Search by E-mail Address [recommended):
Enter the E-mail Addrass:
{example: john_dosfl verisign.com)

Search for Digital IDs that are: i Walid (7 Extpired @ Al

~ Revoked

Search by Name:

Enter the Exact Name:
The name must be entered exacthy 3= it is in the
Drigital 1D, incheding punctestion.

Search for Digital IDs that are: i Valid 7 Expired & Al

Revoked

Figure 2-3 Digital ID Services

2 Enter the email address or the exact name and click Search.

3  From the list of certificates, click on the link to view the details.
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vgrib'ign- Digital ID Services

The query retumnsd the following matching Digital D=, Clicking on the name link will aliow
you to view more detsiled information sbout the |0 or perform additional operations on
the | such 2= downlesd, revoke, rensw, replsce or st preferences.

}Eﬂ This icon next to a listing indicates that the Digital 1D is the owner's prefemed ID
L for encrypting Securs messages.

(Valid)
EswmeEntac com
Digitzl ID Clzss 2 - Subeoriber
Validity pariod fom Dac-12-201 1GMT) to Dac-13-2013(GMT)

(Valid)
{@symantec.com

Digital ID Clazs 1 - OnSite Subscriber

Validity period fom Oct-27-201 2(GMT) to Oct-28-2013(GMT)

New Search

Cogyrights & Z000, WertSign, Inc. All Fighs Resened %II‘}IE;H
Trust Network

Figure 2-4 Digital ID Services download

4
5
6
7

Click Download to download the certificate.
Select Outlook as the type of client.

Click Download This Digital ID.

Click Install.

Verify the Digital Signature on an Email Message

1
2
3
4

Open the digitally-signed email message.
To verify if the signature is valid, click the Digital Signature icon at the Signed By status line.
Click Details to view the digital certificate details.

Select the certificate signer and click View Details to view the signature details.

11
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