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Introduction

The enterprise workplace has moved beyond the walls of the organization into a global, mobile
environment. To maintain productivity, your end users need to access company resources using mobile
devices such as laptops, smartphones, and tablets. However, you need to be able to trust the end users
accessing your systems, and the mobile device they use, no matter if you have provided their devices or if
they are using their own mobile devices.

Symantec Managed PKI’s digital certificates can provide that trust without the burden of user names,
passwords, or additional hardware tokens. Managed PKI is scalable from a few to thousands of devices, and
its in-the-cloud solution provides quick deployment and easy management while also offering Symantec's
industry leading security that is unmatched by in-house PKI solutions.

Symantec’s Managed PKI issues certificates that can be used to authenticate users for secure
communications with company’s protected resources, such as VPNs and web sites.

This document describes how to integrate Managed PKI 8.13 or higher certificates with the Citrix®
NetScaler VPN. This integration allows user devices to securely access the company’s data and applications
through the Citrix® NetScaler VPN connection. The procedures in this guide assume that these user devices
are not managed using any Mobile Device Management (MDM) software.

If your company has the necessary infrastructure to implement an MDM, you can manage user devices with
an MDM, such as the Citrix® XenMobile MDM. For information on integrating Managed PKI 8.13 or higher
certificates with user devices managed by Citrix® XenMobile MDM, see Integrating Symantec Managed PKI
with Citrix XenMobile Mobile Device Management Guide.

Partner Information

These procedures have been tested on the following platform:

Table 1-1 Partner Information

Partner Name Citrix® Systems

Product Name and Version Citrix® NetScaler VPX 10.5
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How the Citrix NetScaler VPN Works

How the Citrix NetScaler VPN Works

The following diagram describes how the Managed PKI certificates integrate with Citrix NetScaler VPN to
provide secure authentication.

Certificate

@ Authaority
e v e

Web Browser/Mabile i Citrix NetScaler VPN
Device |

End user device

Corporate
Network

Figure 1-1 Authenticating Citrix NetScaler VPN with a Managed PKI certificate

1

The end-user device accesses the corporate network through the Citrix NetScaler VPN. In this process,
the user device presents a Managed PKI certificate to the VPN for authentication.

Depending on how the VPN is configured, it attempts to obtain the status of the certificate:

s If Online Certificate Status Protocol (OCSP) is configured, the VPN communicates to the Symantec
CA to obtain the real-time status of the certificate.

m  If Certificate Revocation List (CRL) is configured, the VPN communicates to the Symantec CA to
obtain the status of the certificate based on the most recent certificate revocation list. CRLs are
updated on a regular basis.

When the Citrix NetScaler VPN receives the certificate status, it authenticates the end-user's certificate
based on the CAs it has been configured to trust.

If this authentication succeeds, the end user device is allowed access to the corporate network, and the
Citrix NetScaler VPN secures communication with the corporate network.



Integrating Managed PKI with
Citrix® NetScaler VPN

This chapter discusses how to integrate your Managed PKI account with Citrix NetScaler VPN.

Integration Workflow

This section describes the tasks that you must perform to set up the Symantec Managed PKI account and
integrate the Managed PKI certificates with Citrix NetScaler VPN.

m  Task 1, “Set up your Managed PKI 8.x account” on page 3

m  Task 2, “Create a Managed PKI Client Authentication certificate profile” on page 3
m  Task 3, “Download the root CA certificate” on page 6

m  Task 4, “Add users to the certificate profile” on page 6

m  Task 5, “Have the user enroll for and pick up the certificate” on page 7

Task 1. Set up your Managed PKI 8.x account

Contact your Symantec Sales representative to set up your Managed PKI account. Your representative will
provide you with the necessary information to begin defining your account and certificate profile.

You must complete and return the following documents. As needed, your Symantec representative will
assist you with obtaining and completing these forms.

m  Master Service Agreement

m  Issuing Authority Naming Application (also known as the CA Naming Document)
m  Symantec Services Order Form

m  Purchase Order, credit card, or reference number

You must obtain your initial Managed PKI administrator ID, which is your credential to access your
Managed PKI account. Your Symantec representative will assist you with obtaining your Managed PKI
administrator ID. You use your Managed PKI administrator ID to log into PKI Manager, configure your
Managed PKI account, and obtain your RA certificate. For more information on configuring Managed PKI,
refer to PKI Manager and its online help.

Task 2. Create a Managed PKI Client Authentication certificate profile

Managed PKI uses a certificate profile to define issued certificates. To issue certificates that can be used for
the NetScaler VPN, you first create the certificate profile that will define the certificates you will issue to
your end users. The end user certificate will be installed on the user’s device and assist in authenticating on
the VPN. After the device authentication succeeds, the user can access the corporate network.
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Complete the following steps to create your Managed PKI certificate profile:

1 Log into PKI Manager using your administrator certificate and when prompted, enter the PIN for PKI
Client.

Symantec™ PKI Manager jopmail com w

Account activity Alerts

Account status
Last updated: Apr 12, 2015 9:04 AM Refresh Symantec Managed PKI version 8.13 is now live and offers a number of new features. This version includes significant advances in a number of key areas; a new |
service to support setting up of a CA hierarchy to be used by your Secure Web Gateway provider for SSL decryption; organizations can issue digital signin
certificates that chain up to Symantec Roots which are part of Adobe Approved Trusted List (AATL); invited administrators in an account can be assigned the privilege
Recent activiy to invite other administrators; web service API has been enabled to send enrollment emails to end users; administrators now have the option to send email

notifications to both the end user and another person such as the administrator
Action Date tas

Enroliment created Apr 10,2015

Al v
Set up your account
Create certificate profile
© Enroll users for a certificate
For more information on these and other updates, refer to Managed PKI v8.13 Release Notes

Enroliment e-mail sentt..  Apr 10,2015

Next service renewal: Apr 3, 2017
User created Apr 10,2015

L ceriicate istory_| JIIETEY

Al certificate profiles

Certficate profil created  Apr 9, 2015
Users and certificates
Manage u

Il certificate prof
Certificate profile created  Apr 8, 2015 certificate profiles

User created Apr8, 2015
Certificate profile created  Apr 8, 2015 Manage certificate profiles

Certiicate profile created  Apr 8, 2015 Manage authori Seat usage

seatpoo  Totaluse  Total purchase
1 a d
Schedule a report

View audit trails E 3

Certificates

Your account
Manage account and sub-accounts

Manage administrators

8 Apr 12:00 9 Apr
— Certificates issued — Certificates revoked

tweek | 1 month | 3montns | 6 montns | 1year | Al

Manage CAs

12:00
Manage PKI Enterprise Gateways
Getan RA certi

Get a signing authority certificate

Device

Figure 2-1 Manage Certificate Profile

2 On the PKI Manager dashboard, click Manage certificate profiles from the Tasks menu on the bottom
navigation bar.

3  Click Add Certificate profiles from the top of the resulting Manage certificate profiles page.
The Create profile page appears.

4  Select whether you will issue the certificates in Test mode or Production mode, and click Continue.

5 Select Client Authentication as the certificate template and click Continue.

The Customize certificate options page appears.

Symantec™ PKI Manager ed in as: vb1000@yopmail. com v

a Manage certificate profiles | @ Add certificate profiles @ Manage custom scripts

l Al certicate profies

Search operations: 3 centificate profiles
P—— Create profile: | Selectmode » | Selecttemplate > | Customize options » | Customize services
i NetScaler VPX Profile i0S

Show all ™ Client Authentication (Test Dri

Enter criteria: Test Customize certificate options

[Jinclude hidden certificate profiles

R TS Review and change the template options for this profile.

Client Authentication (Test Dri.

Certificate friendly name:
Test

NetScaler VPX PRofile SCEP
Client (Test Dri
Test

Cerificate authority:

Symantec Managed PKI Onli... ) /| current settings for this tempiate.
- Select a setting to customize.

Enroliment method

PKI Client

Security and Ease of use ratings based

Security
on the current configuration

Authentication method: Better
Enrollment Code Security: How afficut 1 5 fo compromise | >

a certiicate.
Certificate store:

Computer Ease of use: How easy It is for your users
to manage their certfcates.

Private key security level

High Ease of use

Back | Preview Save

LR IR

Figure 2-2 Customize certificate options
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6 Inthe Customize certificate options page, edit the following fields:

a Inthe Certificate friendly name field, enter a certificate profile name. For example, NetScaler

VPX profile OS/B.

b  Select the appropriate Enrollment method from the following:

m  Select OS/browser if your user will enroll for certificates using the desktop or device browser.

m  Select SCEP if your user will enroll for certificates using the Simple Certificate Enrollment

Protocol.

m  Select PKI Client if your user will enroll for certificates using the Symantec PKI Client.

7 Click Advanced options to view or edit additional certificate options listed in Table 2-1.

Table 2-1 Advanced certificate options

Option

Configuration

Subject DN

Common Name (CN)

In the Source for the field’s value field, select one of the following options:
] PKI Manager (entered/uploaded by administrator)
m  Entered by user during enrollment

In the Required field, select Yes or No to identify if CN must be a mandatory field in
certificate enrollment.

Organization Unit (OU)

In the Source for the field’s value field, select one of the following options:
m  PKI Manager (entered/uploaded by administrator)
m  Entered by user during enrollment

m  Fixed value. If you select this option, also enter the value of the OU in the resulting
Fixed value field.

In the Required field, select Yes or No to identify if OU must be a mandatory field in
certificate enrollment.

Organization (O)

Locked to a fixed value.

SubjectAltName

Other Name (UPN)

In the Source for the field’s value field, select one of the following options:
m  PKI Manager (entered/uploaded by administrator)
m  Entered by user during enrollment

m  Fixed value. If you select this option, also enter the value of the OU in the resulting
Fixed value field.

Note: Before saving a certificate profile, you can customize it further by setting the fields in the Additional
certificate options section, such as Validity Period, Key size, Signing algorithm, and so on.

8 Click Save.

After you save a certificate profile, you can also customize it further, such as adding custom scripts,
and customizing languages or e-mail notifications on this page.

5
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Task 3. Download the root CA certificate

Complete the following steps to download the root CA certificate:

1

4

Log into PKI Manager using your administrator certificate and when prompted, enter the PIN for PKI
Client.

On the PKI Manager dashboard, click Manage CAs from the Tasks menu on the bottom navigation bar.
Select the appropriate CA certificate and click Download root certificate.

Save the certificate to the required location on your system.

Task 4. Add users to the certificate profile

You must add the user to the certificate profile in PKI Manager before the user can enroll for and pick up a
certificate.

1

Log into PKI Manager using your administrator certificate and when prompted, enter the PIN for PKI
Client.

On the PKI Manager dashboard, click Manage users from the Tasks menu on the bottom navigation bar.
Click Add users from the top of the resulting Manage users page.
Complete one of the following options:

m Ifyou are adding a single user to the profile, select A single user, enter the end user’s seat ID
(typically, the user’s e-mail address) in the Seat ID field, and then click Continue.

m  Enter the First Name and Last Name of the user, select I want to enroll this user for a
certificate, and then click Continue.

m  If you are adding several users at one time to the profile, select multiple users, click Choose, and
upload a comma-separated value (.csv) file with your user data.

In the certificate profile field, select the certificate profile that you created in Task 2, “Create a
Managed PKI Client Authentication certificate profile” on page 3 and click Continue.

Enter the Other Name (UPN), Department, and Email, and optionally select Have the system send the
enrollment email to the user and click Continue.

The enrollment link is displayed with the enrollment code required by the end user for authentication
during enrollment. Symantec recommends that you send the enrollment code to the end user
separately from the enrollment link, and that you do not send the enrollment code by e-mail.

Note: The enrollment link is not displayed if you select Have the system send the enrollment email to
the user.
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Task 5. Have the user enroll for and pick up the certificate

After you add a user to the certificate profile, the user must enroll for and pick up the certificate. The
following are the steps a user completes to pick up certificates for different enrollment methods.

Table 2-2 Steps for picking up certificates

Enroliment Method

How Certificates are Picked Up

OS/browser Supported Browsers:
or m  Windows 7-Internet Explorer and Firefox
SCEP m  Apple OS X-Safari and Firefox
For supported browser versions, refer to the Managed PKI documentation.
1  Click the enrollment link received in an e-mail or paste it into your browser.
2 Enter the e-mail address used for enrollment and click Continue.
3 Enter the enrollment code (provided by the administrator or received in an e-mail)
and click Continue.
This step authenticates the end user to ensure that the correct user picks the
certificate.
Click Continue.
Click Install certificate to install the certificate.
PKI Client If PKI Client is not already installed on the user’s machine, the user will be prompted to

install it during enrollment.

1
2
3

Click the enrollment link in the e-mail or paste it into your browser.
Enter the e-mail address used for enrollment and click Continue.

Enter the enrollment code (provided by the administrator or received in an e-mail)
and click Continue.

This step authenticates the end user to ensure that the correct user picks the
certificate.

Click Continue.
Click Install Certificate.

Enter the PIN for the certificate store (PKI Client) when prompted, and click OK.
(The user sets the PIN when installing PKI Client on the device.)
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Configuring Citrix® NetScaler
Gateway

This chapter discusses how to configure the Citrix NetScaler Gateway to authenticate a user’s device with a
Managed PKI certificate. It also discusses how to configure the Citrix XenMobile App Controller so that an
authenticated user device can access the corporate network.

You must complete the following procedures to configure the Citrix NetScaler VPN:
m  “Configuring the NetScaler Gateway” on page 9
m “Configuring the XenMobile App Controller” on page 14

Configuring the NetScaler Gateway

The Citrix NetScaler Gateway acts as the VPN server that uses the Managed PKI certificates to authenticate
the user’s device.

Task 1. Uploading the CA certificate
Complete the following steps to upload the CA certificate to the NetScaler Gateway:
1 Loginto the NetScaler Gateway using your administrator credentials.

2 Click Configuration — SSL — Certificates.

NetScaler VPX (3000) citrix.lab(ns1) NS10.1: Build 120.1316.¢.nc, Date: Oct 30 2013, 09:23:13 nsroot m CI'I'R!I
Home Dashbosrd Configuration Reporting Documentation Downloads -3
+ System MNetScaler 3 SSL 3 SSL Certificates =] e H
* AppExpert

Install. Action - Search ~
# Virtual Servers and Services
Name Days to Expire | Status
* DNS
b ns-server-certificate 5072 Valid
Gl b RapidSSL_Bundle 2089 Valid
(i b Citrixlab_Wildcard 8 Vaiid
Cipher Groups
» ADLCA 1104 Valid
caL
» CitrixDemeCenter-cent 612 Velid
Policies
Policy Labels 25 Per Page |w 1-5of § i z‘
OCSP Responder
# NetScaler Gateway
Shew Unlicensed Features
Figure 3-1 SSL Certificates

3 Click Install. The Install Certificate dialog box appears.
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Install Certificate x

Certificate-Key Pair Name* | MPKI cert |

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name* [ca_public_keyB).cer | Browse !Th"
Key File Name [ ] | Browse | v |'-|-I
Certificate Format OPEM @DER

Notify When Expires

Notification Period | |

9 lCreate | Close |

Figure 3-2 Install Certificate dialog box

4 In the Install Certificate dialog box, edit the following fields:
a Inthe Certificate-Key Pair Name field, enter a friendly certificate name.

b Inthe Certificate File Name field, click Browse and select Local or Appliance to browse to the
location where you downloaded and saved the root CA certificate. (For details on downloading
the root CA certificate, see Task 3, “Download the root CA certificate” on page 6.)

¢ Inthe Certificate Format field, select DER.

d If youwant the NetScaler Gateway to send you notifications when a certificate is due to expire,
select Notify When Expires, and in the Notification Period field, enter the number of days
before certificate expiry when the administrator must be notified.

5 Click Create to upload the CA certificate.

To view the details of the newly uploaded certificate, click the arrow next to the certificate name.

Task 2. Configuring the NetScaler Gateway server
Complete the following steps to configure the NetScaler Gateway server to use the CA certificate:
1 Loginto the NetScaler Gateway using your administrator credentials.

2 Click NetScaler Gateway — Virtual Servers.

Host Name Version Use H o
NetScaler VPX (3000) ns1.citrix.lab(ns1) NS10.1: Build 120.1316.e.nc, Date: Oct 30 2013, 09:23:13 nsroot CITRIX
Home | Dashboard | Configuration | Reporting Documentation | Downloads | &
 System NetScaler > NetScaler Gateway > NetScaler Gateway Virtual Servers (] ® H
+ AppExpert _
Add Action - Search ¥
# Virtual Servers and Services
Name State IP Address Port | Protocol Maximum Users Current Users
% DNS
NetScaler_Gateway @ Up 502319442 443 ssL 30 0
o 25 Per Page | v| 1-10f1 ¥
= NetScaler Gateway
Global Settings
Virtual Servers
KCD Accounts
% User Administration
® Policies
# Resources
Show Unlicensed Features
Figure 3-3 Configure NetScaler Gateway Virtual Server

3 Select the virtual server and click Open to load the NetScaler applet.



Loading the applet may take a few minutes.

Configuring Citrix® NetScaler Gateway
Configuring the NetScaler Gateway

4  Click Allow if a Security Warning pop-up is displayed requesting access to the applet or web site.
The Configure NetScaler Gateway Virtual Server dialog box is displayed.
Configure NetScaler Gateway Virtual Server ®
Hame* | MetScaler Gatewsy IP Address™ |50 .23 .194. 42
Pratacol® |55 -| Port*
Range Failed Login Timeout | ] M Users [0
® Smgrtfccess Mode (O Basic Mode [ AppFlow Lagging [ Down state flush [ Double Hop Mae Lgin Sttennpts |
[ Enable devige certificate Device certificats CA 5 [ Enable adyanced endpoint analysis
Certificates | Authertication | Bookmarks | Policies | Intranet | & Published Advanced
[ 55 Parametere, || ]
Auailable Configured
Certficates Centficates |Tiwe | S CA
n3-gerver-certificate CirtxDemoCenter-cert Server Cerfificate
Rapid S5L_Bundie
Chrie Jaby_Wikdcard
ADY_CA Ay
Ctrix Demo Center ot -
Symantec MPK] cert
[stall,
To band 3 Certificate to MetScaler Gatewsy Virtual Server, select 3 certificate an the left and click "Add”. To bind & Certificats to NetSealer Gateway Virtus] Server a: CA, select s
certificate on the left and click "Add as CA”, To configure 551 pararneters, click “35L Parameters’, To configure ciphers, click ‘Ciphers®.
Cormments |
@ tiep e ]
Figure 3-4 Configure NetScaler Gateway Virtual Server—Certificates tab
5 In the Certificates tab, edit the following fields:
a Inthe Available section, click Certificates and select the CA certificate that you uploaded in
Task 1, “Uploading the CA certificate” on page 9.
b  Click the arrow next to Add and then select as CA.
The newly added CA certificate appears in the Configured section.
¢ In the Check column of the Configured section, select OCSP Optional from the drop-down
list.
6  Click SSL Parameter.

The Configure SSL Params dialog box is displayed.

11
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Configure SSL Params x

DH Param
[] Enable DH Param

Refresh Count FEile Path

Ephemeral RSA Session

[] Enable Ephemeral RSA Enable Session Reuse
Refresh Count Time-out [120

Cipher Redirect

[ Enable Cipher Redirect
Redirect URL

SSLv2 Redirect

[[] Enable SSLv2 Redirect

SSLw2 URL
Protocol Others
[ TLsvi.2 [] SSL Redirect [] SNI Enable Send Close-Notify
O TLsva Client Authentication  Client Certificate [Mandatory "‘
LSy Clear TedPort [0 |
SsLv3
7 ssLv2 PUSH Encryption Trig... |Always v]
@ Help
Figure 3-5 Configure SSL parameters
7 Inthe Others section of the Configure SSL Params dialog box, edit the following fields:
a  Select Client Authentication.
b  Set Client Certificate as Mandatory to make authentication stricter. This enforces
authentication of the user’s device using only the certificate.
¢ Click OK.
The Configure SSL Params dialog box is closed.
8 In the Configure NetScaler Gateway Virtual Server dialog box (Figure 3-4), click the Authentication

tab.
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Configure NetScales Gateway x
Hapne* 1 T, IP Address® |50 .23 . 194. 42 |
Protocol” |53 "l Port* .

Rarge Failed Login Tirmeout | Max Users |3U |
® Srgrtdccess Mode O Basic Mode [ AppFlow Logging [ Down state flush [ Double Hop Max ngmAlt‘.mnt:l |
[ Erable devige certificate  Device ceptificate CA 01 Ensble actanced endpoint anabysls

Certificates  Authentication | Bookmarks | Policies | Intranet Appli | & 1Ps | Published | Advanced
User Authentication
1 your MetSealer Gatewsy is to be deployed in 3 manner where user suthenticstion is net desired,
you may tum off authentication below. Please apply this option with CAUTION,
[ Erable fusthentication
Authentication Policies
- || Groupe |

[Priorty | Pobcy Nome | [Profie

0 Aughertication_Polcy * ns_true Crix_AD_Autherfication
-

Details

o item selected,

|
[ Insert Palicy v W Begenerate Priarities |
Camments |
(o]

Figure 3-6

Configure NetScaler Gateway Virtual Server—Authentication tab

9  Click Insert Policy = New Policy to add a new authentication policy.

The Create Authentication Policy dialog box is displayed.

Create Authentication Policy

MName™ _'_CertProhle

Aasthentication Type |CERT

Server =| [ e
Expression
| Expression |
|
Match Any Expression W | _a #dd... [A »
-— - — wd
Harmed Expressions E\'ztneral "| |CI|ent is from different geographical reg... "'| @ Add Expression

Praview Expression

@ Help

-

[ ]

Figure 3-7 Create Authentication Policy

10 Inthe Create Authentication Policy dialog box, edit the following fields:

a
b

(o]

In the Name field, enter a unique name for the authentication policy.

In the Authentication Type field, select CERT.

In the Server field, select the certificate that you configured in Step 5.

In the Expression section, click Add and enter ns_true as the expression value.

13
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e Click OK.

The new authentication policy is created and the dialog box closes.

11 In the Configure NetScaler Gateway Virtual Server dialog box (Figure 3-4), click OK to complete the
configuration process.

Configuring the XenMobile App Controller

The XenMobile App Controller hosts applications for the end-user devices. Complete the following steps to
configure the authentication mechanism on the XenMobile App Controller.

1 Loginto the XenMobile App Controller using your administrator credentials.

2 Click the Settings menu and then click Deployment from the left pane.

Dashboard Apps & Docs toles ‘Worlkflows Settings

System Deployment
Configmation Use these settings to configure authentication mechanisms for App Cantroller

NetScaler Gateway
Overview If you use NetScoler Gateway with Storef ront g5 the quthentication server, be sure to enabie Storefront as weil

[ oo Configure suthenscaion from NetScalerGatewny  devces need to access App Cantrller emately

¥enMobile MOM
GoTolssist
Active Directory

Certificates

Branding

Network Connectrity

Domain Name Server Mias Az
etScaler

NTP Server

Display name: NetScaler
Warkflow Email LD kL4
Quick Links Callback URL: ittps://5i1-23- 194- 42 rycitrizderno. net 443/ CitriAuthSsrvice /Aut
Configure settings External URL * | ttps2//50-23-194- 42 mycitricdemo.net

Logon type

Do not require passwords -]
.
Figure 3-8 XenMobile App Controller Deployment

3 Click Edit to modify the deployment settings. Edit the following fields:
a Inthe Callback URL field, delete the displayed default value.
b Inthe Logon type field, select Certificate.
¢ Select Do not require passwords.

4  Click Save.



Connecting to VPN

This chapter discusses how users can securely connect their preferred devices to the Citrix NetScaler VPN
Gateway and access the company’s protected applications and websites.

Contact your company’s IT Help Desk or system administrator to obtain the URL to the Citrix NetScaler
VPN.

Note: If the user devices are managed using an MDM such as Citrix® XenMobile MDM, you must install the
Citrix Receiver application on the user device and configure it to access the Citrix Worx Home application.
For details, see Integrating Symantec Managed PKI with Citrix XenMobile Mobile Device Management Guide.

Users can connect their non-managed devices to the Citrix NetScaler VPN Gateway in either of the
following ways:

m “Connecting with Citrix Worx Home Application” on page 15

m “Connecting with the Browser” on page 16

Connecting with Citrix Worx Home Application

This section describes the workflow for connecting a non-managed device to the corporate network using
the Citrix Worx Home application.

1 Download and install the Citrix Worx Home application on your mobile device. The Citrix Worx Home
application is available in the Google Play or App Store.

2 Open the Citrix Worx Home application and enter the URL of the corporate network.
The user device presents a Managed PKI certificate to the Citrix NetScaler VPN for authentication.

4 The Citrix NetScaler VPN may be configured to obtain the certificate status from the Symantec CA
using either Online Certificate Status Protocol (OCSP) or Certificate Revocation List (CRL).

5 The Citrix NetScaler VPN authenticates the end-user's certificate based on the CAs it has been
configured to trust.

6 If this authentication succeeds, the end user device is allowed access to the corporate network, and the
Citrix NetScaler VPN secures communication with the corporate network.
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Connecting with the Browser

Table 4-1 lists various device types and the procedure an end user follows to connect a non-managed device
to the Citrix NetScaler Gateway using the browser.

Table 4-1 Steps for connecting various device types to the VPN

Device Type Connection Procedure

= iOS 1 Open the browser on the device where the Managed PKI certificate is

®  Android installed.

m  Desktop/laptop (without PKI 2 Access the URL to the Citrix NetScaler VPN.

Client
) The browser prompts you to select the certificate that will authenticate
you on the VPN URL.
3 Select the certificate and click OK.

The Citrix NetScaler VPN communicates with the Symantec CA to
authenticate the certificate. If the authentication succeeds, the VPN
connection is established. The start-up screen displays the applications
that are available to your user account. Tap or double-click an application
to open and to use it.

Desktop/laptop (with PKI Client) 1  Open the browser on the device where the Managed PKI certificate is

installed.
2 Access the URL to the Citrix NetScaler VPN.

The browser prompts you to select the certificate that will authenticate
you on the VPN URL.

Select the certificate and click OK.
4  Enter the PIN for PKI Client when prompted, and click OK.

The Citrix NetScaler VPN communicates with the Symantec CA to
authenticate the certificate. If the authentication succeeds and the PIN is
valid, the VPN connection is established. The start-up screen displays the
applications that are available to your user account. Double-click an
application to open and to use it.
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