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Integrating Adobe CDS Certificates
with Adobe® Reader®

The enterprise workplace has moved beyond the walls of the organization into a global, mobile
environment. To maintain productivity, your end users need to access company resources using a mobile
platform. However, you need to be able to trust the end users accessing your systems, and the mobile device
they use, no matter if you have provided their devices or if they are using their own mobile devices.

Symantec Managed PKI’s digital certificates can provide that trust without the burden of user names,
passwords, or additional hardware tokens. Managed PKI is scalable from a few to thousands of devices, and
its in- the-cloud solution provides quick deployment and easy management while also offering Symantec's
industry leading security that is unmatched by in-house PKI solutions.

Symantec’s digital certificates for Certified Document Services (CDS) allow you to include digital signatures
that let you sign PDF files. By digitally signing a pdf, you apply your unique digital mark to the document
and also confirm the document has not been altered in transit.

This document describes how to configure CDS certificate with Adobe® Reader® to digitally authenticate
Adobe® PDF documents.

Partner Information

These procedures have been tested on the following platforms:

Table 1-1 Partner Information
Partner Name Adobe®
Product Name Adobe® Reader®

The procedures in this guide were tested with Adobe Reader X and XI, but may work with other Adobe
versions and products as well. Refer to your product documentation to see if your product supports digital
signing.

Prerequisites

m  The Adobe CDS end-user-certificate must be stored on an Aladdin hardware credential (eToken). The
correct drivers or software must be installed with the Aladdin eToken.

m  The author of the PDF must have enabled digital signing when creating the PDF in order for you to sign
it.
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Integration Architecture

Integration Architecture

The following diagram describes how Managed PKI certificates support CDS certificate and integrates with
Adobe Reader for digital authentication.
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Figure 1-1 Adobe CDS Certificate integration with Adobe Reader

1  User A digitally signs an Adobe PDF document using User A’s private key stored on a hardware
credential.

2 User Breceives the document and authenticates it using User A’s public key.

Integration Workflow

The following diagram describes the general steps required to set up the Symantec Managed PKI account
and integrate Managed PKI certificates with Adobe Reader.
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Figure 1-2 Managed PKI Integration Workflow
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Task 1. Set up your Managed PKI 8.x account

Contact your Symantec Sales representative to set up your Managed PKI account. Your representative will
provide you with the necessary information to begin defining your account and certificate profile.

You will need to complete and return the following documents. As needed, your Symantec representative
will assist you with obtaining and completing these forms.

m  Master Service Agreement

= Issuing Authority Naming Application (also known as the CA Naming Document)
m  Symantec Services Order Form

m  Purchase Order, credit card, or reference number

You will need to obtain your initial Managed PKI administrator ID, which is your credential to access your
Managed PKI account. Your Symantec representative will assist you with obtaining your Managed PKI
administrator ID. You will use your Managed PKI administrator ID to log into PKI Manager, configure your
Managed PKI account, and obtain your RA certificate. For more information on configuring Managed PKI,
refer to PKI Manager and its online help.

Task 2. Create a Certified Document Services Certificate Profile

Managed PKI uses a certificate profile to define the certificates issued. Certificates issued by Adobe CDS
profile support digital signing of PDF documents.

Complete the following steps to create your Managed PKI Adobe CDS certificate profile:

1 Loginto Managed PKI's PKI Manager using your administrator certificate. You will be prompted for
your PKI Client PIN.

2 On PKI Manager, click Manage certificate profiles or select Manage certificate profiles from the Tasks
menu on the bottom navigation bar.

Symantec™ PKI Manager

din to: ACME Org

Account activity Alerts Account status

Last updated: Apr 3, 2013 10:52 AM

Symantec's Managed PKI 8.7 release announces significant advances in core areas of its enterprise authentication strategy.
Refresh

With support for new platforms such as i0S 6.0 and Android Jellybean (4.1), Managed PKI 8.7 secures mobile data and
Al enables business for corporate-managed and devices. Managed PKI 8.7 also
includes several other key enhancements for you and your users, such as shortened URLs for certificate enrollment,
automated capabiliies of PKI Client to support MAC VPN client, the ability to delete users and revoke multiple certificates
Action Date through PKI Manager and more. For more information on these and the security updates available in this release, refer to
Enroiment e-mai sentio . Apr 3, 2013 WManaged PKIv8.7 Release Motes available on the Resources page

Set up your account
Recent activiy Create certificate profile

@ Enroll users for a certificate

Next service renewal: Apr 2, 2016

Enrolment created Apr3, 2013 Optional account setup:
Certificate profile created  Apr 3, 2013 @ Use directory service
Certificate options custom... Apr 3, 2013

Certificate profile created  Apr 2, 2013

There is no data to display for this account.

Seat usage
Seatpool Total used Total purchased
w recent reports 2
hedule a report User 0 200
udit trail o
Your account Device 0 200
nage account and sub-

200

e 200

Buy more seats

n&; ! iy @

Figure 1-3 Manage Certificate Profile
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w

Click Add Certificate profiles from the top of the resulting Manage certificate profiles page. The Create
profile page appears.

4  Select whether these certificates will be issued in Test mode or Production Mode, and click Continue.
The Create profile page appears.

5 Select Adobe® CDS as the certificate template and click Continue. The Customize certificate options
page appears.

6 In the Customize certificate options, enter a certificate profile name.

Symantec™ PKI Manager @Symantec.
Lagged in to: ACME Org

l Manage Certificate profiles | @ Add Certificate profiles ' Manage custom scripts

Al Certificate profiles

Search operations: 5 Certificate profiles

Create profile: | Selectmode Selecttemplate Customize options Customize services
Search by; E
@ AdobePDF
Show all [+] 9 Adobe®CDS

Enter criteria: et Customize certificate options

Show all E & AirWatch Test Profile Review and change the template aptions for this profile.

[]Include hidden certificat profiles ~¢ Client Authentication Certificate friendly name:
Production

AdobePDF Test 0
i Microsoft WiFi
~g  Microsoft Wi-Fi
Production Primary certificate options

SEEIEEIT Certificate authority:

Secure Email CAfor Adobe... Current settings for this template.

Production Select a sefting to customize,
Enrollment method

SecureEmail Test PKI Client SEA Tl e e e Security
Secure Email on the current configuration i
Production -

Authentication method Security: How difficul i s to compromise

Enrollment Code e
I RCai Ease of use: How easy it is for your
Security device users to manage their certificates.

Ease of use
Better

Private key security level
High

Advanced options

Figure 1-4 Adobe CDS Certificate options

7  Select the appropriate Enrollment method from the following:
= Select OS/browser if your user will enroll for certificates using browser.
m  Select PKI Client if your user will enroll for certificates using PKI Client.
m  Select PKI Web Services if your user will enroll for certificates using third party applications.
Select the appropriate Authentication method based on your Enrollment method:

m  Select Enrollment Code to generate a unique enrollment code for each user and to automatically
approve certificate requests.

m  Select Active Directory to automatically approve authorized certificate requests based on data in
your enterprise Active Directory.

m  Select Manual approval to manually approve individual certificate using enrollment pages. After
the administrator approves a request, the user is sent an enrollment code for authentication when
picking up the certificate.

Click Advanced options to view certificate options and define any additional attributes you may need.
Click Save.
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On the confirmation page, you can view the attribute used for the Seat ID, which is a mandatory attribute
for third party configuration or during enrollment process. You can also customize the profile further, such
as adding custom scripts, and customizing languages or email notifications on this page.

Task 3. Enroll for an Adobe CDS certificate
You must add the user to PKI Manager before enrolling for a certificate.

1 In PKI Manager, click Manage users or select Manage users from the Tasks menu on the bottom
navigation bar.

2 Click Add Users from the top of the resulting Manage users page.
3 Enter the Seat ID (typically the end user’s email address) and click Continue.
m  Enroll for a single user by entering end user’s email address.

m  Enroll for multiple users at one time by uploading a comma-separated value (csv) file with your
user data. You can skip step 4 if you are enrolling multiple users using a .csv file.

4  Enter the First Name, Last Name, and select the I want to enroll this user for a certificate check box
and click Continue.

5 Select the Adobe CDS certificate profile and click Continue.

The final enrollment link is displayed to the administrator along with the enrollment code which can be
sent to the user for authentication. Symantec recommends that you send the enrollment code
separately from the enrollment link, and that you do not send the enrollment code by email.

Task 4. Pick up the Certificate

1  Click the enrollment link in the email.

2 Enter the email address used for enrollment and click Continue.

3  Enter the enrollment code provided by the administrator or received in an email and click Continue.
This step authenticates the end user to ensure the correct user is picking up the certificate.

4  Click Continue.
Insert the Aladdin eToken and click Install certificate to install the certificate.

6  Enter the PIN for the certificate store when prompted and click OK.

The certificate is installed on your credential. You must configure Adobe Reader to use this certificate
to sign PDF documents. For information on configuring Adobe Reader with Adobe CDS certificate, see
“Configuring Adobe Reader” on page 7.
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Configuring Adobe Reader

This chapter discusses how to configure Adobe Reader using Managed PKI certificates and sign PDF
documents using it.

Setting Up Adobe Reader X for Signing

Complete the following steps to set up a digital certificate on Adobe Reader X:
1 Open Adobe Reader X.

2 Choose Edit — Preferences.

3 Click Security from the Preferences dialog box.

4

Click Advanced Preferences.

Categories:

Digital Signatures

Commentin . =
d Verify signatures when the document is opened Advanced Preferences...
Documents

Full Screen [7] View documents in preview document mode when signing

General
Appearance

Test Signature Mew...
30 & Multimedia

Accessibility Edit...
Forms
Identity Duplicate
International
Internet Delete
JavaScript
Measuring (2D)
Measuring (307
Measuring (Geo) Security Settings

Multimedia (legacy) [] Load security settings from a server
Multimedia Trust (legacy)

Page Display

Server Settings

Online Services

Reading
Reviewing
Search
Security | . .

Security (Enhanced) s © Month Update Now
Spelling 2 Weeks 3 Months Ask before updating

Tracker

Trust Manager
Units

URL:

Settings must be signed by: Allow Any Certificate Browse...

LiveCycle Rights Management

Clear remembered account information... ]

[ ok ][ conce

Figure 2-1 Preferences dialog box for Adobe Reader X
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5 Click the Creation tab from Digital Signatures Advanced Preferences dialog box to view the security
options configuration and click OK.

Digital Signatures Advanced Preferences l&]
Verification |} Creation ;| Windows Integration
Default Method to Use when Signing and Encrypting Documents: ’Adobe Default Security v]
Default Signature Signing Format: ’PKCS#? - Detached v]

[¥] Include signature's revocation status when signing
[] Show reasons when signing

[] Show location and contact information when signing

i Enable Reviewing of Document Warnings: ’When certifying a document v]

i Prevent Signing Until Document Warnings Are Reviewed: ’Ne\rer v]

o) (o

Figure 2-2 Signature Preferences

6 Click New in the Digital Signatures Preferences to open the Configure Signature Appearance dialog box.
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™
Preferences |_23
Categories:
c G Configure Signature Appearance @
ommentin
D & = anced Preferences..,
ocuments
Full Screen Title: |Test Signature|
General .
Page Display Preview
30 & Multimedia Digitally signed by your common name here -m
Accessibility DN: your distinguished name here Edit
F— Reason: your signing reason here
Kentity Location: your signing location Prmrle Drphe
T AR Date: 2013.05.21 14:52:40 +05'30
Internet Delete
JavaScript ) .
Measuring (2D) Configure Graphic
Measuring (3D) Show: @ Mo graphic Import Graphic from:
Measuring (Gea) < =
Multirnedia (legacy) TP araphic File...
Multimedia Trust (legacy) ) Name
Online Services
Reading
Reviewing Configure Text 1 B
rOWSE...
Search A
Searc.ty Show:  [V] Name [¥] Location [¥] Distinguished name [¥] Logo
ecuri
Security (Enhanced) [¥] Date || Reason [¥] Labels Update Now
Spelling
Tracker Text Properties
Trust Manager s < E 2 S
Units Text Direction: @ Auto () Left to right () Right to left
Digits: | 0123456783 -
oK l ’ Cancel ]
. F oK ] ’ Cancel
Figure 2-3 Configure Signature Appearance

7  Configure how your signature will appear in the PDF document:
a  Enter a unique name for this signature.

b  Select whether a graphic or your common name will appear next to your signature. You can
choose to use no graphic, an image from your file, or the common name from the certificate.
To use an image, click Imported graphic and click File to browse for the image from your
machine.

¢ Inthe Configure Text option, specify the text options you want to display. By default, all the
text options are selected.

d In the Text Properties option, specify the text property option you want to display. By default,
Auto option is selected.

e Click OK.
8 Select Local security settings from a server under Security Settings.

Select the digital certificate that you received from Managed PKI in the Settings must be signed by
drop-down list. If the certificate is not displayed in the drop-down list, click Browse to choose the
certificate from your credential. The selected certificate is used for signing all the documents.

10 Click OK.
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Setting Up Adobe Reader Xl for Signing

Complete the following steps to set up a digital certificate on Adobe Reader XI:
1 Open Adobe Reader XI.
2 Choose Edit — Preferences.

3 Click Signatures from the Preferences dialog box.

S S W

Categories:
Digital Signatures

Commenting

Documents Creation & Appearance

Full Sereen Control options for signature creation

Genera! « Set the apf}earance ofgsignatures within a document
Page Display

3D & Multimedia Verification

Accessibility

Mar

Email Accounts
Forms
Identity Identities & Trusted Certificates
Internet
JavaScript » Create and manage identities for signing
» Manage credentials used to trust documents :
Language
Measuring (20)
Measuring (30) Document Timestamping

Adobe Online Services » Control how and when signatures are verified

Measuring (Geo)
Multimedia (legacy) » Configure timestamp server settings
Multimedia Trust (legacy)
Reading
Reviewing
Search
Security

pelling
Tracker
Trust Manager

Units
Updater

[ ok || cancel

Figure 2-4 Preferences dialog box for Adobe Reader XI

4  Click More on the Creation and Appearance menu under Digital Signatures to view the security options
configuration.

5 Click New in the Creation and Appearance Preferences to open the Configure Signature Appearance
dialog box.
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Preferences | _Ll
r - 5
Categories: Configure Signature Appearance &J
3D & Multimedia iR et Signaturd
Accessibility .
Action Wizard ==
‘éd::’e Online Services Digitally signed by your common name here
atalog

DN: your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2013.05.23 16:02:51 +05'30"

Color Management
Content Editing
Convert From PDF
Convert To PDF
Email Accounts

g

Forms
Identity Configure Graphic
Internet Show: @ No graphic Irmport Graphic from: Maore...
JavaSeript () Imported graphic 5
Language ) File..
Measuring (20) i Hame
Measuring (30)
Measuring (Gea) More...
Multimedia (legacy) Configure Text
;ﬂul:.medla Trust (legacy) Show: [¥] Name [¥] Location [¥] Distinguished name [¥] Logo
eading
Reviewing Date Beason [] Adobe Version Labels
Search
Security Text Properties
Security (Enhanced) Text Direction: @ Auto () Left to right () Right to left
Signatures

Spelling Digits: | 0123456780 -

Tracker

Trust Manager
Units & Guides [ ok ][ cancer |

— 0l Cancel

=

Figure 2-5 Configure Signature Appearance

6 Configure how your signature will appear in the PDF document:
a  Enter a unique name for this signature.

b  Select whether a graphic or your common name will appear next to your signature. You can
choose to use no graphic, an image from your file, or the common name from the certificate.
To use an image, click Imported graphic and click File to browse for the image from your
machine.

¢ In the Configure Text option, specify the text options you want to display. By default, all the
text options are selected.

d Inthe Text Properties option, specify the text property option you want to display. By default,
Auto option is selected.

e Click OK.

7  Click More on the appropriate menu under Digital Signature to configure when and how a signature is
used, how a signature is verified, and whether a timestamp is added.

8 Click More on the Identities & Trusted Certificates under Digital Signature to select the certificate that
you received from Managed PKL. If the certificate is not displayed, click Add ID to choose the certificate
from your credential.

9 Click Usage Options and select the certificate that you received from Managed PKI and click Use for
Signing.

10 Click OK.
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Digitally Signing Documents using Adobe Reader

To digitally sign a PDF document using Adobe Reader X and XI, follow these steps:

1

Open the PDF document you want to sign.

Note: The author of the PDF must have enabled digital signing when creating the PDF in order for you
to sign it.

Choose View — Sign.
Select I Need to Sign on the Sign panel.

*

ﬁ} @ Z B % | ® "1‘ (=) &) | = | ® Iz ‘ lz‘ Tools Sign | Comment

#| v INeed to Sign

IT Add Text

Place Signature
& Done Signing

Send Signed Document

Powered by Adabe Echosign

» Get Others to Sign

Figure 2-6 Digital Signing

4

Click Add Text if you require to add information such as company name, title, date, to name a few.

Click Place Signature, then click Drag New Signature Rectangle to place the signature anywhere in the
PDF. Alternatively, you can click on Sign Here text box to place the signature.

Select the appropriate signature from the Sign As field. If you have not configured a default digital
signature, Adobe Reader will use the most recently configured digital signature.
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Sign Document @

Sign As: | test user ( Test CA for Adobe CDS) 2014.04 v‘ @

Certificate Issuer: Test CA for Adobe CDS
Appearance: Standard Text -

Digitally signed by test user
DM: cn=test user,
email=test_user@

te St u S e r om, ou=ADOBE(T-CDS, c=IN, @
o=PvMagnum1
Date: 2013.05.22 17:05:28
+0530

Sign J l Cancel

Figure 2-7 Sign Document

You can click Info to view the details of a certificate and its entire issuance chain.
Click Sign. The Adobe Reader will save the document with a different name.

Enter the PIN for the certificate store (eToken) when prompted and click OK. The document is signed
with the selected signature.

If you have not specified a timestamp server for the digital signature, Adobe will create a timestamp for
the digital signature using your local machine’s time and date.

Validate Digital Signature

You can validate a digital signature by verifying the signature properties:

1
2

Open the PDF that has the signature.

Right-click the signature and click Validate Signature. The Signature Validation Status displays the
validity of the signature.

Click Signature Properties.

If the status is unknown, a validity unknown icon is displayed.

13
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F =

Signature Validation Status

[£-] Signature validity is UNKNOWN,
2% - The Decument has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of

trusted certificates and none of its parent certificates are trusted certificates.

Signature Properties... l ‘ Close

Figure 2-8 Unknown Signature Status

a  Click the Signer tab, and click Show Certificate to view the details of the certificate.
b  Click the Trust tab, and click to Add to Trusted Identities and click OK.

5 If the signature is valid, a trusted certificate icon is displayed.

F =

Signature Validation Status

.. Signature is VALID, signed by test user <test_user@ .com,
- The Document has not been modified since this signature was applied.
- The document is signed by the current user.

ELegaIﬂotice... | | Signature Properties... | ‘ Close

Figure 2-9 Valid Signature Status

Enabling Adobe Reader for Online Certificate Status Protocol

A certificate must be validated when a user or device authenticates using the certificate. Symantec's
Managed PKI certificates provide certificate validation tools such as Online Certificate Status Protocol
(OCSP) and Certificate Revocation List (CRL). All Adobe Acrobat and Adobe Reader versions 7.x and higher
support OCSP validation.

Certificate validation may occur automatically based on the configuration of your application. Adobe
Reader validates OCSP URL that is part of a certificate's Authority Information Access (AIA) extension.
During validation, Adobe Reader verifies for CRL and OCSP validation. Adobe Reader also verifies how it
scales back if OCSP responder is not reachable. The browsers such as Firefox and Chrome validate the
certificate even if OCSP fails for non-EV certificates.
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Note: Adobe Acrobat and Adobe Reader versions 9.x and lower cannot process the OCSP validation if the
OID value in a certificate is very large in length. No revocation check is performed on these certificates.
Adobe Acrobat and Adobe Reader versions 10.x and higher include a fix to handle large OID values for
certificate parsing.

Symantec issued certificates does not contain long OID values. Because of the optimal size of Symantec's
OID values, the OCSP validation for Symantec issued CDS certificates work with Adobe Acrobat and Adobe
Reader versions 7.x and higher.

Adobe Acrobat and Adobe Reader perform revocation locally before it proceeds with OSCP revocation. If
the CRL issued by Symantec Shared CA is already in the local cache, then Adobe Acrobat and Adobe Reader
uses it before going online to send an OCSP request (and thus wait for the OCSP response).

To verify the certificate’s revocation status on Windows Vista/Windows 7 or later, follow these steps:
1 Close the pdf.

2 Goto
C:\Users\<user_name>\AppData\Roaming\Adobe\Acrobat\<latest_version>\Security\CRLCache
and delete the contents.

3 Relaunch Acrobat and verify the revocation status.

15
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