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Use-case Overview

Digitally sign an Adobe PDF document. The PKI administrator configures the certificate profile, adds the
end-user, and then sends an enrollment email to the user. The enrollment code is communicated to the
end-user separately from the enrollment link. The end-user enrolls for the certificate and the certificate
is installed to their hardware token. The end-user digitally signs a PDF document.

Configuration Overview
PKI Manager Certificate Profile Details

Certificate template: | Adobe® CDS (Test Drive)

Certificate friendly name: | Adobe CDS Demo

Primary Certificate options
Certificate Authority: | Symantec Test Drive CA for Adobe CDS
Enrollment method: | PKI Client
Enrollment Code (communicated separately from
the enrollment link)
Security device
Symantec PKI Client CSP
Private key security level: | High

Authentication method:

Certificate Store:

Advanced options: default settings
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PKI Administrator

PKI Administrator Video (01:54 mm:ss)

Watch a video of this procedure.

Click to start.
Right-click, choose “Full Screen Multimedia”.
Press keyboard ESC to return.

In PKI Manager, click Manage certificate profiles.

[yr—

20 Corancans prosses
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Click Add Certificate profiles.

Click on a certificate prafile to manage o click Add certificate profiles to create a
new profile
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@symantee

B Manage Cartficats profiles | 4 Certiese protes D anage cusom soretx

Greate profie: | saeci moda

How do you want o use this profils?

Select Production Mode and click Continue.

@ Preduction mode
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Select the Adobe CDS (Test Drive) certificate
template and click Continue.
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Enter a Certificate friendly name.
For example: Adobe CDS Demo

For Authentication method, select Enrollment
Code from the drop-down.

O E e
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Click Continue, to confirm the authentication
method.

I» change the authentication

B Manage Certficats profiles | § 4o Certiete proties
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For Certificate store, click Security device and
leave the CSP drop-down set to Symantec PKI
Client CSP.

Click Save. O L@ e

Click Continue to save the certificate profile.
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8 4 Coicae proties 9 Manage cusiom stz

Certificate profile configuration is complete.

Manags this profile

Click the Manager users icon.
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Select one or more users to view detalls and perform actions.
Click on Add link o Greate new users.

Click Add users.
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Enter a Seat ID (the unique identifier for this
user).
For example: MPKIUser1@mailinator.com

Click Continue.

O E e
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@symantee
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+ [ U1 notintheaystm. Enta e unacs nformation btow:

Add usars o this account

Enter the user information

First Name, Last Name, Email,

check the box “I want to enroll this user for a
certificate”.

Click Continue.
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@symantec
T P

User succassfully saded to account
Entar ths raquired information to enroll his user for 3 eartifleats.

Select the Certificate profile from the drop-down.
For example: Adobe CDS Demo

Click Continue.
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Enter the Country value that will go into the
certificate.
For example: US

Check the box “Have the system send the
enrollment email to the user”

bbb b bbb b b

Click Continue.

OMLE e
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@symantee
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Copy the enrollment code.

The user will be required to enter the enrollment
code in order to complete the enrollment. For
security purposes, this code must be
communicated separately from the enrollment
link.

Click Done.

€] ko B
@symantec
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User enrollment is complete.
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End-user Enroll
End-user Enroll Video (02:12 mm:ss)

Into for: mphivser

Watch a video of this procedure.

Click to start.
Right-click, choose “Full Screen Multimedia”.
Press keyboard ESC to return.

BEN
. . . Yo
The user receives their enrollment email and e PRI Ui,
. To caroll for a certificate:
follows the enrollment link.
1. Get your centificate enrollment code by contacting your certificate administrator
hitps:(/pki symauth.com/certificate-sery :ngﬁx—lllli,\w’\gl\\ wBZ0s
1f you need help with certificate enrollment, contact PKI Administrator.
-

PKIAdmin@domain.com
s

555-555-555

@Symﬂrﬂ!&PKI(ERT{F\[MESEHH[E

The PKI Certificate Services page opens in the e

browser. il

Confirm your identity

Enter your information fo begin the enroliment process

Note: For Confirm your identity, the field is mislabeled. If the eSS
SeatID, which was chosen by the PKI Administrator, is not the i i o
same as the email address, the user should enter the SeatID.

(In this example the Email address and SeatID are the same.
For example: mpkiuserl@mailinator.com)

Click Continue.
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@Syman(ﬂ:PKI([RWF\[ME&ENM[E

Enoll: ([T

Enter your enroliment code

Enter the enrollment code providad by yous adminisirator. You do not naed 1o remember the code afier you
entar 1.

Enter the Enrollment code and
Clle continue. 576360434

1f you have ne recenved your enrliment code, contact PKI Administrator

Symaniec. Corporalion. Al nghis reserved

The identity is confirmed.
Verify the certificate information and optionally
change the Certificate nickname.

@Symanten PKI CERTIFICATE SERVICE

Enralimert informacien

Enroll:

Identity confirmed.

CIle Continue Verify your information

ity that the infor ciated wilh your certificatn & conect, and complate any required Feids.

Firstname  MPKI
Lastname  Usert

Emall address  mpkiisor]

OU for Adobe® CDS  ADOBE(1-0DS
Country  US
Company  Symanter Corporation

Gertificate nickname ugope GDS Demo

1 your information i incorrect, contact PKI Adminisirator.

5555

By icking Continue, | accept the terms &)

@Syman(ecmkl([wmmzszn‘w[f

Encoll: [EETIRE TSR Inecal cortifcats T e

Install your certificate

Rovew Sllaien steps, and (hen chck Install certfiate 1o bouin e process.
Either craate a PIN or anter your existing PIN to poteet your eorificats

fist cenicat in our PIN. You nesd 10 enter this PIN

Wait for the PKI Client activation from the " s gl

Remember this PINI
forgat this PIN,

browser...

1d you will noed o repeat the

mar card, enter your exsing PIN

Wl for the cerbficate to be installed on Your computes or Smart card

Inestal Gartificate.
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@Syman!!&FNI(ERT\F\[M(SEW[E

Envoll:

Install your certificate

Review fose msallaben S1eps, and (hen cick Instal certficats 1 Dogin e procass
Either craate a PIN or anter your existing PIN to poteet your eorificats

= IS s the fist centficate you are instaling, create and confirm your PIN. You nesd 1o enter this PIN
each time you use your certicate

Click Install certificate.

IFyou farge this PIN, you will ot be able to use your cerfifcale, and you will need o repeat the
te

envolment process lo install analhar cerbiical
= 1t you have previously installed a cerlficate on your compuler or sma card, enter your sxsting PIN

Wait for the centficate to be installed on your computer or smart card

Install carbficate

Insert the smart card or PKI token, if you have not
already.

Click Refresh to detect the smart card

Enter the PIN for the smart card or PKI token and
Click OK.

| Enter the Pil for: e Token Pro

Copyright © 2014 Symantec Corporation. All rights reserved. Symantec and the Symantec logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in the United States and other countries. Other
names may be trademarks of their respective owners. XXXXXXXX

11 Confidence in a connected world. j Syma nteC



Symantec Managed PKI Use-case

Adobe CDS User Document Signing

Wait while the key-pair is generated on the smart
card or token and the certificate is installed.

Note: Generating a 2048-bit key can take several seconds to
. Installing your certificate
minutes. ok

+ Donot click the browser's Back button

+ Do not close the brovher window

m-. 23
i

@Syman!ﬂ:m(gww;m{‘ VI

Enroll:

Your certificate was successfully installed.

Certificate enrollment is complete.

Certificate enroliment is complete

Your cerificate s now avafable for use.
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End-user Digitally Sign PDF Document
End-user Digitally Sign Video (02:35 mm:ss)

Watch a video of this procedure.
Click to start.
Right-click, choose “Full Screen Multimedia”.
Press keyboard ESC to return.

Insert the smart card or PKI token, prior to using
Adobe, to allow the system to enumerate the
certificates on the token.

Create and/or open an Adobe PDF document that
is enabled to allow digital signature.

Create shartan
Detete
Rename

MPKIAdobeCDS docx Properties
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In the Tools pane, expand Sign & Certify and
click Sign Document.

&y Co
& smd

& Netna

L pae 1 @
+ Cantent

- Sign & Carity

sanboommen.

Do nos show this message again

Select the area in the document where you want
the signature to appear.
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In the Sign As drop-down, select your Adobe CDS
certificate.

Signanure2 on page 2

Enter the filename where to Save the signed
document.
.,;
Enter the PIN for the smart card or PKI token and g : :, :
C“Ck OK. | Gl | = Ui Sgmanrs s
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== Unsigned Signature Fields
Signaure2 on page 2

Click Allow, to access the Adobe time stamping
service.

== Unsigned Signature Feids
= Signaure? on page 2

In this demo example, a test certificate is being

used.
Click OK, to proceed.

The digital signature is complete.

Optionally, right-click and choose Show Signature
Properties.

anwe
. alidate Signature
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Sgnature Propertes

| 4 signave s VAL, signea by MPYI Usert <

Decument | signer | Date/Time | Laga:

iserl @maiinatarcom> | Show Certiicate

Signature Properties shows that status of the
signature and other details.

Locstion: [Natavailable

s ot been modiied snce ths signature was
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